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Section 1 - Introduction 
 
 
1.1 Background 
 
1 This Code of Practice is a framework to support the consistent approach to, and 

effective management of, data, information and records. It is based on current legal 
requirements and professional best practice. 

 
2 It is relevant to NHS Boards, and organisations who work with or under contract to 

them, to support the delivery of health care services across Scotland. This also 
includes public health functions in Local Authorities and social care where there is 
joint care provided within the NHS. Any organisation that processes health care data, 
information and records under the Public Bodies (Joint Working) (Scotland) Act 2014 
should use this Code of Practice, including subcontractors processing data, 
information and records on behalf of NHS Boards and contracted third party 
providers.  

 
3 The Code of Practice has been developed by the Scottish Government Digital Health 

and Care Information Assurance Team, in collaboration with representatives of the 
Scottish health and social care sector, including records managers, archivists, 
information governance professionals, clinicians, social care and social work 
representatives from the NHS, Local Authorities, GP practices, Royal Colleges, and 
Regulatory Authorities. It draws on advice and published guidance available from the 
Scottish Government Freedom of Information Unit and the National Records of 
Scotland, and from best practice followed by a wide range of organisations in both 
the public and private sectors. 

 
1.2 Strategic Context 
 
4 This Code of Practice plays a pivotal role in supporting the implementation of 

strategies and policies across health and social care in Scotland.  
 
5 The vision of the current Digital Health and Care Strategy 2021 is: ‘To improve the 

care and wellbeing of people in Scotland by making best use of digital technologies 
in the design and delivery of services.’ The strategy also supports the aims of the 
NHS Recovery Plan in its ambition to address the backlog in care and meet ongoing 
healthcare needs for people across Scotland. It will support reform of the care 
system, including better integration of health and care services.  

 
6 This refreshed strategy also provided the framework for the development of 

Scotland’s first Data Strategy for Health and Social Care. The Data Strategy sets out 
to ensure that health and care data supports the delivery of health and care services 
and that it does so in a way that empowers citizens and supports innovation and 
research.  

 
7 Information is at the core of the health and care strategic direction in Scotland. To 

achieve the ambitions of both strategies it is crucial that there is a national approach 
to the management of data, information and records, which is a key aim of this Code 
of Practice.  
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• This will result in a more consistent approach to data information and records 
management across health and care, better enabling the implementation of digital 
systems and enhancing the interoperability across systems, which ultimately will 
allow for mitigation of some of the information risks.  

• This will enable opportunities for citizens to have a more consistent experience 
with regards to their information across the health and care system, regardless of 
their location. 

• This will support the improved delivery of services, enabling the sharing of 
information across health and social care, increasing efficiency and supporting 
better use of the information held to the benefit of citizens in Scotland.  

 
8 Therefore adoption of the standards within this Code of Practice is fundamental to 

achieving the vision and aims of the strategies. 
 
9 Going forward, it is acknowledged that, in order to best support integrated working 

and meet the aims of the Digital Health and Care Strategy and Data Strategy, it will 
likely be beneficial to develop this Code of Practice to reflect and inform policies and 
practices across health, social work, and social care more broadly. Work in this area 
is ongoing, in collaboration with Local Government partners, and it is anticipated that 
this will be incorporated in future versions of this Code of Practice. 

 
1.3 Aims 
 
10 This Code of Practice aims to harmonise the management of data, information, and 

records across organisations in order to promote consistency of approach and 
support the ‘Once for Scotland’ ethos. It aims to achieve this by: 

 
• outlining records management best practice in relation to the creation, use, 

storage, management and disposal of data, information, and records (including, 
where appropriate, the archival preservation of vital and historically important 
records); 

• providing guidance on the general legal obligations that apply to data, information 
and records within the health care sector; 

• setting out recommendations for best practice to assist in fulfilling these 
obligations, e.g. adhering to information governance and cyber security standards; 

• setting out recommended periods of retention for data, information and records 
held by organisations, regardless of the media on which they are held;  

• indicating where further guidance on records management may be found; 
• explaining the requirement to select, and transfer to a designated place of deposit, 

those records for archival preservation. 
 
11 It is important that, where possible, organisations use a consistent approach when 

managing their data, information and records. This not only supports cross-
organisation working and information sharing, it also supports the implementation of 
national strategies which aim to improve the care and wellbeing of people in Scotland 
by making best use of data, information, records and digital technologies in the 
design and delivery of services. This Code of Practice plays an important role in 
setting out how to manage records and information within such technologies to 
enable communication, support the integration of care, enhance availability of 
information, and improve working practices. 
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1.4 Scope 
 
12 This Code of Practice applies to data, information, and records, in any format, or 

stage of processing in the delivery of health care functions and associated supporting 
business services. This includes those handled by third parties on behalf of NHS 
Boards in connection with health care and associated administrative purposes.  

 
13 Formats include, but are not limited to: 

 
• Paper  
• Digital  
• Email 
• Scanned 
• Audio/Video recordings 

• Photographs/medical imaging 
• Microform (microfiche/microfilm)  
• Instant messaging/SMS  
• Social media posts  
• Website content (internet/intranet) 

 
14 The Code of Practice does not cover the retention of human material, in the form of 

samples or specimens or dental moulds; however, it does cover any data, information 
or records associated with them. Further guidance can be found at Section 5.32. 

 
15 The records retention schedule detailed at Annex B does not cover social care and 

social work records and therefore does not apply to Local Authorities or organisations 
contracted by them in relation to the delivery of social care and social work services. 
Local authorities base their retention schedules on standards and guidance provided 
within the Scottish Council on Archives Record Retention Schedules (SCARRS)1.  

 
16 Local Authorities should however refer to the retention schedule at Annex B when 

managing any NHS health and/or corporate records held by them. 
 
17 It is recommended that integrated health and social care records should be held for 

the longest retention period specified in the Code of Practice or the retention 
schedule belonging to the associated Local Authority. This information should be 
documented in the relevant integrated records agreement. 

 
1.5 Document Management 
 
18 This version is a renewed baseline version which further expands into the evolving 

health and social care sector. It provides generic overarching records management 
guidance as well as record-specific guidance and signposting to additional 
professional/industry standards, guidance, further information.  

 
19 The document will be updated on an ongoing basis through a change management 

process and therefore will be subject to regular change. This will ensure that the 
document is responsive to changes within the health and social care sector with 
regards to business need and regulatory/legislative requirements. 

 
20 The change management process will involve review and approval by various 

stakeholders and professionals depending on the assessed level and context of the 
requested change.  

                                            
1 Scottish Council on Archives Record Retention Schedules (SCARRS) (scottisharchives.org.uk) 

https://www.scottisharchives.org.uk/resources/scarrs/
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Section 2 - Context 
 
 
2.1 Definitions 
 
21 Data is defined as raw, unprocessed information which requires to be organised. 
 
22 Information is data that has been processed, structured, and given meaning. 
 
23 Records are specific recognised types of collated and organised information and 

data created, received, and maintained as evidence by an organisation for reference 
in the transaction of business or pursuance of legal obligations. This definition 
extends to the archive role, particularly in recording corporate memory. 

 
24 Health records consist of information and data relating to the physical or mental 

health or condition of an individual which have been made by or on behalf of a health 
professional in connection with the care of that individual.  

 
25 Social work records include the records held by a Local Authority in connection with 

its social services functions under the Social Work (Scotland) Act 1968. 
 
26 Integrated care records include information that is provided, accessed, updated, 

and relied upon, by multiple organisations. The agencies involved may use the 
records for different purposes, and they will have an arrangement(s) in place that 
sets out their different roles and responsibilities, including any obligations under the 
Public Records (Scotland) Act 2011 and the UK General Data Protection Regulation. 

 
27 The Code of Practice adopts the approach with the Public Records (Scotland) Act 

2011, Part 1 Section 13(1) which states that “record” means anything in which 
information is recorded in any form. Hereafter, any reference made to ‘records’ will be 
the overarching term used for all records, information and data held by health care 
organisations regardless of type and format. Of note this is also the approach taken 
in BS 100252. 
 
Figure 1 – Data, Information, Records Process

 
Enable decisions and actions 

 
                                            
2 BS 10025:2021 | 30 Apr 2021 | BSI Knowledge (bsigroup.com) 

• Collected
• Verified

Data

• Processed
• Structured
• Acted upon

Information
• Updated
• Referred to
• Evidence

Records

https://knowledge.bsigroup.com/products/management-of-records-code-of-practice?version=standard
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28 Records management is the systematic control of an organisation's records, 
throughout their life cycle, in order to meet operational business needs, statutory and 
fiscal requirements, and community expectations. Effective management of corporate 
information allows fast, accurate and reliable access to records, ensuring the timely 
destruction of redundant information and the identification and protection of vital and 
historically important records.3 (National Records of Scotland). 

 
29 Records management forms part of the organisation’s functions related to 

governance and assurance. It is the professional discipline associated with managing 
and governing data, information and records from the point of creation throughout the 
lifecycle to their final disposal. The activities include identifying, classifying, storing, 
securing, retrieving, tracking, archiving and destroying records. Fundamentally 
records management is concerned with knowing what information you hold, where it 
is and how long you are required to retain it, either in relation to business or 
regulatory/legislative requirements.  

 
30 Archive (noun), is a physical or digital collection of records of continuing value, 

either for historical research, corporate memory or accountability purposes. In the 
context of health care, records are generally transferred to an external archival 
facility, operated by the National Records of Scotland, a University, Local Authority or 
sometimes an internal archive. These facilities are referred to as a permanent place 
of deposit. An archive must meet strict operational and environmental standards in 
order to preserve and maintain the integrity, accessibility and availability of the 
records for a significant number of years or indefinitely. 

 
31 Archive (verb) is used to describe the action of transferring records to an archival 

facility for permanent preservation. The term archive is often incorrectly used to 
describe the ongoing storage of ‘inactive’ records physically or digitally within an 
organisation without the appropriate preservation standards in place. Therefore this 
document will refer to ‘transfer to the permanent place of deposit’ rather than archive 
to be clear on the action being described/recommended. 

 
32 Data Sharing is the process where information or records are shared between 

organisations (for example patient details provided by NHS to a Local Authority to 
progress hospital discharge) and that information becomes part of the records held 
and managed by the recipient organisation and the recipient organisation becomes 
the owner of their copy. The organisations may work together; however, they manage 
their records separately. 

 
33 Data Processing is where information is processed on behalf of another 

organisation under contract. Records management arrangements should be outlined 
under contract when data processing agreements are entered into.  

 
34 Joint Data Processing is where arrangements create a ‘Joint Controller’ 

relationship, and joint data processing, where information flows between 
organisations in a manner which is different to data sharing. This may result in joint 
records being created. Steps should be taken to ensure that all individual 
organisations document the arrangements in place so that records are managed in 
accordance with their relevant statutory obligations. An example of such 

                                            
3 Records Management | National Records of Scotland (nrscotland.gov.uk) 

https://www.nrscotland.gov.uk/record-keeping/records-management
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arrangements is the integrated services within Health and Social Care Partnerships 
which were created as a result of the Public Bodies (Joint Working) (Scotland) Act 
2014.  

 
2.2 Business Requirement for Managing Records 
 
35 Records are vital assets of an organisation, and therefore it is essential that effective 

records management systems and practices are implemented. 
 
36 Effective records management supports operational efficiency and delivery of 

services by reducing the time taken to identify and locate information, minimising 
duplication of records and confusion over version control, and offering significant 
savings in physical and digital space. It also supports better decision making and 
reduction in error when staff are accessing up to date, accurate and relevant 
information. 

 
37 Records are a valuable resource because of the information they contain. High 

quality information underpins the delivery of first-class evidence-based care, 
accountability, governance, and many other key service deliverables. Information has 
most value when it is accurate, up to date and easily accessible when it is needed. 
Effective records management ensures that information is properly managed and is 
available whenever and wherever there is a justified need for information, and in 
whatever media it is held to: 

 
• support the delivery of integrated health and social care;  
• support day to day business which underpins the delivery of care; 
• support evidence-based clinical and social care practice; 
• support sound administrative and managerial decision making, as part of the 

knowledge base for health and social care services; 
• meet legal requirements, including requests from patients/services users and 

customers or other individuals made through provisions of legislations; 
• assist clinical and business audits; 
• support improvements in health and social care effectiveness through research; 
• support archival functions by taking account of the historical importance of material 

and the needs of future research; 
• support patient/service user choice and control over treatment and services 

designed around them; 
• support patient/service user safety and safeguarding; 
• support accountability and transparency in the provision and management of 

services. 
 
2.3 Regulatory Framework: Legal and Professional Obligations 
 
38 This Code of Practice does not constitute legal advice. Organisations should consult 

their own legal advisors for advice on any legal issues that arise regarding the 
matters covered in this Code of Practice. 

 
39 Organisations across the health and social care sector may be subject to the 

following legislation: 
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• Public Records (Scotland) Act 2011  
• Access to Health Records Act 1990 
• Freedom of Information (Scotland) Act 2002  
• Environmental Information (Scotland) Regulations 2004  
• UK General Data Protection Regulation/Data Protection Act 2018 
• Inquiries Act 2005 
• Network and Information System Regulations 2018/Scottish Public Sector Cyber 

Resilience Framework 
 
40 Health and social care organisations and professionals have a common law duty of 

confidentiality to patients/service users. Their employees, contractors and volunteers 
also have a duty to maintain professional ethical standards of confidentiality; this duty 
continues after leaving the organisation. Obligations around confidentiality remain 
even after the death of a patient/service user. 

 
2.3.1 Public Records (Scotland) Act 20114 
 
41 The Public Records (Scotland) Act 2011 (PRSA) places an obligation on named 

public authorities to: 
 

• prepare, implement, and keep under review a Records Management Plan (RMP) 
which sets out proper arrangements for the management of their records (see 
Section 4.1); 

• identify individual(s) who are responsible for management of the authority’s 
records and for ensuring compliance with the plan; 

• outline the procedures to be followed in managing the authority’s public records, 
specifically around maintaining the security of information and the archiving and 
destruction or disposal of records. 

 
42 Under Part 1, Section 3(1) of the Act public records are defined as: 
 

a) records created by or on behalf of the authority in carrying out its functions,  
b) records created by or on behalf of a contractor in carrying out the authority’s 

functions,  
c) records created by any other person that have come into the possession of the 

authority or a contractor in carrying out the authority’s functions. 
 

43 Named authorities are obliged under Section 3 of the PRSA to safeguard public 
records being created on their behalf by third parties when contracted to deliver one 
or more of a public authority’s functions. An authority’s expectations for the 
management of its public records created or held by the third party should be detailed 
within standard contract terms and conditions as required under Part 1 Section 
3(1)(b) of the PRSA and Element 15 of the Keeper’s Model RMP. 

 
 
 

                                            
4 Public Records (Scotland) Act 2011 (legislation.gov.uk) 

https://www.legislation.gov.uk/asp/2011/12
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2.3.2 Access to Health Records Act 19905 
 
44 The Access to Health Records Act 1990 provides certain individuals a right to see the 

health records relating to a deceased patient. These individuals are defined under 
section 3(1)(f) of that Act as: 

 
i. the deceased's personal representatives (both executors or administrators) to 

enable them to carry out their duties; and 
ii. anyone who has a claim resulting from the death. 

 
45 However, this is not a general right of access, it is a restricted right, and the following 

circumstances could limit the applicant's access: 
 

• if there is evidence that the deceased did not wish for any or part of their 
information to be disclosed; or 

• if disclosure of the information would cause serious harm to the physical or mental 
health of any person; or 

• if disclosure would identify a third party (i.e. not the patient nor a healthcare 
professional) who has not consented to that disclosure; 

• it applies only to records created on or after 1 November 1991.  
 
46 It is important that organisations put processes in place to verify the identity of the 

applicant and have procedures to enable the efficient and effective retrieval of 
records within the timescales specified by the Act. Organisations should take steps to 
ensure that where required, consideration is given as to whether a medical 
professional is required to screen the notes before release. 

 
2.3.3 Freedom of Information (Scotland) Act 20026 and Environmental Information 
(Scotland) Regulations 20047 
 
47 All records and information held by named public authorities are requestable under 

Freedom of Information (Scotland) Act 2002 (FOISA) and Environmental Information 
(Scotland) Regulations 2004 (EIR), subject to applicable exemptions. FOISA was 
designed to create transparency in Government and allow anyone to know about the 
provision of public services through the right to submit a request for information. EIR 
was designed to provide citizens with the right to request environmental information 
held by Scottish public authorities.  

 
48 These rights are only as good as the ability of those organisations to supply 

information through best practice records management programmes. Under Section 
61 of FOISA, Scottish Ministers have published a Code of Practice on Records 
Management for Scottish Public Authorities. The Code of Practice sets out the 
acceptable standards for the management of records to support compliance with 
FOISA. Under Regulation 4 of EIR there is a specific requirement on a public 
authority to take reasonable steps to organise and keep up to date environmental 
information relevant to its functions.  

                                            
5 Access to Health Records Act 1990 (legislation.gov.uk) 
6 Freedom of Information (Scotland) Act 2002 (legislation.gov.uk) 
7 The Environmental Information (Scotland) Regulations 2004 (legislation.gov.uk) 

https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2011/12/code-of-practice-on-records-management/documents/section-61-code-practice-records-management-pdf/section-61-code-practice-records-management-pdf/govscot%3Adocument/Section%2B61%2Bcode%2Bof%2Bpractice%2Bon%2Brecords%2Bmanagement.pdf
https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2011/12/code-of-practice-on-records-management/documents/section-61-code-practice-records-management-pdf/section-61-code-practice-records-management-pdf/govscot%3Adocument/Section%2B61%2Bcode%2Bof%2Bpractice%2Bon%2Brecords%2Bmanagement.pdf
https://www.legislation.gov.uk/ukpga/1990/23/contents
https://www.legislation.gov.uk/asp/2002/13
https://www.legislation.gov.uk/ssi/2004/520/contents/made
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2.3.4 Data Protection Laws8 
 
49 The Data Protection Act (DPA) 2018 is the principal legislation governing how 

organisations process and handle personal data, including special categories of data, 
such as health-related data. The UK General Data Protection Regulation and the 
Data Protection Act 2018 provide the legal framework9 for processing personal data, 
including that contained within health and social care records. Records containing 
personal data must be managed in accordance with the requirements of this 
legislation.  

 
50 The Data Protection Principles state that personal data shall be 
 

a. processed lawfully, fairly and in a transparent manner; 
b. collected for specified, explicit and legitimate purposes; 
c. adequate, relevant, and limited to what is necessary;  
d. accurate and where necessary, kept up to date; every reasonable step must be 

taken to ensure that personal data that is inaccurate, having regard to the 
purposes for which they are processed, are erased or rectified without delay; 

e. kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data is processed; 

f. processed in a manner that ensures appropriate security of the personal data. 
 
51 In addition organisations have an accountability principle which requires 

organisations to take responsibility for how they process and manage personal data 
and how they comply with the other principles. 

 
52 The Act also provides exemptions with regards to Research and Statistics – 

Schedule 2 Part 6 Paragraph 27 and Archiving in the public interest – Schedule 2 
Part 6 Paragraph 28(1). Further supporting guidance on archiving has been 
produced by The National Archives10. 

 
53 Handling records in a way that complies with these principles, as well as the many 

rights conferred on individuals by the legislation, is not only good records 
management, but is also necessary for data protection legal compliance. 

 
54 Data protection legislation provides people with information rights over the health and 

social care data processed about them. However, controller organisations are obliged 
to consider the requirements of this Code of Practice when considering information 
rights requests made by citizens, in particular the right to object. 

 
2.3.5 Inquiries Act 200511 
 
55 The Inquiries Act is intended to provide a comprehensive statutory framework for 

Ministers to set up formal, independent inquiries relating to particular events which 
have caused or have potential to cause public concern, or where there is public 
concern that particular events may have occurred. Of note: 

                                            
8 Data Protection Act 2018 (legislation.gov.uk) 
9 An overview of the Data Protection Act (ico.org.uk) 
10 Data protection legislation - The National Archives (nationalarchives.gov.uk) 
11 Inquiries Act 2005 (legislation.gov.uk) 

https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://ico.org.uk/media/for-organisations/documents/2614158/ico-introduction-to-the-data-protection-bill.pdf
https://www.nationalarchives.gov.uk/information-management/legislation/data-protection/
https://www.legislation.gov.uk/ukpga/2005/12/contents
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• Section 21 of the Act provides inquiries with statutory powers to compel evidence. 
• Section 35(1) of the Act makes it an offence to fail, without a reasonable excuse, 

to comply with a formal notice requiring attendance at the inquiry or the production 
of evidence. Subsections (2) and (3) go wider, making it an offence to deliberately 
distort or conceal relevant evidence. 

 
56 The Inquiries Act 2005 is supplemented in Scotland with The Inquiry (Scotland) Rules 

2007. 
 
57 If an Inquiry is conducted, which covers health care organisations within Scotland, 

they must take action to identify and protect records which may be relevant to the 
inquiry. Records form an important part of the evidence in inquiries. What is required 
can vary by Inquiry; however organisations will need to consider what information 
may be relevant based on the terms of reference for the Inquiry. It is an offence to fail 
to provide evidence (which is held by the organisation) required by the Inquiry, 
therefore organisations must put in place the appropriate measures to ensure as far 
as reasonably possible that information and records are prevented from alteration or 
deletion and are easily retrievable should they be requested. 

 
58 At the time of writing there are four independent Inquiries which impact on health and 

social care organisations in Scotland: 
 

• Scottish Child Abuse Inquiry  
• UK Infected Blood Inquiry  
• Scottish Hospitals Inquiry 
• UK Covid-19 Inquiry and the Scottish Covid-19 Inquiry 

 
59 Other legislation requires information to be held as proof of an activity against the 

eventuality of a claim (e.g. Prescription and Limitation (Scotland) Act 1973 or the 
Consumer Protection Act 1987). 

 
2.3.6 Network and Information System Regulations 201812 / Scottish Public Sector 
Cyber Resilience Framework (version 2)13 
 
60 The Network & Information Systems Regulations 2018 (NIS Regulations) provide 

legal measures to improve the level of security (both cyber & physical resilience) of 
network and information systems for the provision of essential services and digital 
services. Scotland’s devolved health and water sectors are legally required to comply 
with the NIS Regulations. In Scotland the main Operators of Essential Services 
(OES) are considered to be Scottish Water (with the Drinking Water Quality 
Regulator for Scotland as the Competent Authority) and all NHS Scotland Health 
Boards (with the Scottish Ministers as the Competent Authority). 
 

61 All OES must comply with the standards set out in the NIS Regulations. These 
standards cover managing security risk, defending systems against cyber-attack, 
detecting cyber security events and minimising the impact of cyber security incidents. 
Complying with the standards includes the Health Boards reporting improvements to 

                                            
12 The Network and Information Systems Regulations 2018 (legislation.gov.uk) 
13 Cyber resilience: framework and self assessment tool (gov.scot) 

https://www.infectedbloodinquiry.org.uk/
https://www.legislation.gov.uk/uksi/2018/506
https://www.gov.scot/publications/cyber-resilience-framework/
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resilience and capabilities to the Scottish Health Competent Authority (SHCA)14 
through NIS regulatory audits. In doing so, the SHCA is able to monitor continual 
improvements by NHS Scotland Health Boards against the 427 controls in the Public 
Sector Cyber Resilience Framework (PSCRF).  
 

62 Local Authorities are currently not classed as OES under the NIS Regulations. So 
therefore aren't legally required to comply and don't report into any Competent 
Authority. However, they must comply with the PSCRF and look to achieve Tier 1 
controls as a minimum. SG Cyber Resilience Unit carry out annual cyber surveys 
which includes all Local Authorities.  

 
2.3.7 Professional Obligations 
 
63 Staff who are registered to a professional regulatory body are required to adhere to 

record keeping standards defined by their registrant body. This is designed to guard 
against professional misconduct and to provide high quality care in line with the 
requirements of professional bodies. Further information about professional 
standards for records can be obtained from relevant professional bodies:  

 
• General Chiropractic Council (GCC)  
• General Dental Council (GDC)  
• General Medical Council (GMC) 
• General Optical Council (GOC)  
• General Osteopathic Council (GOsC)  
• General Pharmaceutical Council (GPhC)  
• Health and Care Professionals Council (HCPC) 
• Nursing and Midwifery Council (NMC) 
• Scottish Social Services Council (SSSC) 

 
64 Health and social care staff may also wish to consult the Professional Records 

Standards Body, which produces care record standards to improve the safety and 
quality of health and social care; and ensure that the right information is recorded 
correctly and can be accessed easily.15   

                                            
14 Scottish Health Competent Authority (healthca.scot) 
15 The Professional Record Standards Body - PRSB (theprsb.org) 

https://www.gcc-uk.org/
http://www.gdc-uk.org/Pages/default.aspx
http://www.optical.org/
http://www.osteopathy.org.uk/
http://www.pharmacyregulation.org/
https://www.healthca.scot/
https://theprsb.org/
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Section 3 - Responsibilities 
 
 
65 The records management function should be recognised as a specific corporate 

responsibility within every organisation. It should provide a managerial focus for 
records of all types in all formats, throughout their lifecycle, from planning and 
creation through to ultimate disposal. It should have clearly defined responsibilities 
and objectives, and necessary resources to achieve them. 

 
66 All individuals who work for an NHS Board, Local Authority or organisation contracted 

to deliver a service on their behalf are responsible for any records that they create or 
use in the performance of their duties.  

 
67 The NHS Board and the Local Authority are responsible for ensuring they meet 

their legal responsibilities. 
 
68 The Integration Joint Board is responsible, for the strategic planning of the Health 

Board and Local Authority functions delegated to it and for ensuring the delivery of 
those functions through the directions issued by it under section 25 of the Public 
Bodies (Joint Working) (Scotland) Act 2014. The Integration Joint Board will also 
have an operational role as described in the locally agreed operational arrangements 
set out within their integration scheme16.  

 
3.1 Responsibilities 
 
69 There are a number of records management responsibilities which should be 

allocated to roles within organisations. The following roles are examples of how the 
responsibilities can be allocated however the roles may have different titles and may 
not be allocated to separate individuals. 

 
70 The Chief Executive has overall independent responsibility for records 

management. As accountable officer they are responsible for the management of the 
organisation and for ensuring appropriate mechanisms are in place to support service 
delivery and continuity. This overall responsibility is delegated to the Senior 
Information Risk Owner (SIRO). 

 
71 The Senior Information Risk Owner (SIRO) oversees the identification, 

assessment, and treatment of information risks within the organisation. Those are 
risks related to information and information technologies, including records and 
records management information systems. They should sit at director level or 
equivalent and must provide the Accounting Officer and Executive Board with 
assurance that information risk is being managed appropriately and effectively across 
the organisation and its services providers. Furthermore, they play a crucial role in 
recognising opportunities stemming from information and information technologies, 
thereby facilitating informed decision-making processes, and fostering a culture of 
innovation and growth driven by information and related technologies. This strategic 
position requires a comprehensive understanding of the organisation’s objectives, 

                                            
16 Roles, Responsibilities and Membership of the Integration Joint Board (www.gov.scot) 

https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2015/09/roles-responsibilities-membership-integration-joint-board/documents/roles-responsibilities-membership-integration-joint-board/roles-responsibilities-membership-integration-joint-board/govscot%3Adocument/00484578.pdf
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coupled with the ability to align risk management, information and information 
technologies strategies with overarching business goals. 

 
72 The Caldicott Guardian provides advice within health organisations regarding the 

ethical use of patient data and the application of the Duty of Confidentiality. They act 
as the “conscience of the organisation” reflecting patients' interests regarding the use 
of patient identifiable information.  

 
73 The Data Protection Officer (DPO) holds a key advisory and monitoring role in 

relation to the use and management of personal data. Their role and responsibilities 
are defined under UK GDPR and Data Protection Act 2018. The key tasks all DPOs 
must undertake as part of their role includes: 

 
• informing and advising the controller or the processor, and their employees, of 

their obligations under data protection legislation; 
• monitoring compliance with the UK GDPR and other data protection laws, through 

implementation of data protection policies, managing internal data protection 
activities; raising awareness of data protection issues, training staff, and 
conducting internal audits;  

• providing advice, where required, on data protection impact assessments and 
monitor compliance with this requirement; 

• act as point of contact for the Information Commissioners Office (ICO) for matters 
relating to data protection legislation and to co-operate with the ICO as required; 

• to keep documentation on at least the name of the data flows, the purpose of the 
processing, the types of subjects and data, the security and privacy risks and the 
time limits for data erasure (according to Article 30). Likewise, they must monitor 
personal data breaches and responses to the supervisory authority (ICO).  

 
74 The Records Manager has the lead responsibility for the overall development and 

maintenance of records management within the organisation. They are responsible 
for embedding records management into day to day practices to support the delivery 
of services, compliance with legislation and the efficient, safe, appropriate, timely 
retrieval/disposal of records. They will: 

 
• provide strategic direction and advice on matters concerning records;  
• develop policies, guidance, and training at all stages of the records lifecycle - 

creation, use, maintenance, review and disposal; 
• work closely with manager(s) responsible for other information governance work 

areas;  
• work closely with colleagues within IT, ensuring that they are involved in projects 

regarding the development/implementation of new systems or the upgrade of 
current ones; 

• work closely with colleagues involved in estate management with regards to the 
physical storage of records. 

 
75 Within public authorities, this role will be responsible for the compliance with the 

Public Records (Scotland) Act 2011 and should be named at Element 2 of the 
organisation’s RMP as required under Part 1 Section 1(2)(a)(ii) of the PRSA. This 
role should be formally acknowledged, outlined in job descriptions, and 
communicated throughout the organisation.  



Records Management Code of Practice for Health and Social Care v4.0 

    
19 

76 Within a large organisation the Records Manager should be a designated member of 
staff of appropriate seniority, ideally with suitable records management qualifications. 
Within, for example a territorial NHS Board, the responsibility should be split into 
health records manager and corporate records manager.  

 
77 Within a smaller organisation the role could be undertaken by a Care Home Manager 

or Practice Manager who could take on a records management lead capacity.  
 
78 As records management activities are undertaken throughout the organisation, 

mechanisms must be in place to enable the records manager to exercise an 
appropriate level of management of this activity, even where there is no direct 
reporting line. This might include cross-departmental records and information working 
groups or individual information and records champions or coordinators who may 
also be Information Asset Owners.  

 
79 The Archivist is responsible for collecting, cataloguing, preserving, and managing 

appropriate access to valuable historical information. Archivists liaise with records 
managers, data protection officers and other information governance professionals to 
train staff or users and identify relevant material of historical value ensuring transfer 
to a designated place of deposit for archival preservation. Note that valuable 
historical information may be ‘born digital’ and exist as digital files as well as 
traditional paper archives. 

 
80 The Information Asset Owner (IAO) has responsibility for ensuring information 

assets (records) are processed in a safe, fair, and lawful manner. They are 
responsible for managing information risk associated to the Information Assets they 
are responsible for on behalf of the organisation and providing assurances to the 
SIRO. IAOs are senior individuals involved in running the relevant business. Their 
role is to understand what information is held, what is added and what is removed, 
how information is moved, and who has access and why. As a result they are able to 
understand and address risks to the information assets they ‘own’ and to provide 
assurance to the SIRO on the management, security and use of the assets. IAOs 
should recognise records management as a key aspect of most roles and ensure that 
staff have time and resource to manage records appropriately, including remedial 
work on their legacy records. In larger organisations, an IAO might be a department 
head, for example. 

 
81 All staff who create, receive and use data, information and records have records 

management responsibilities. All staff should ensure that they keep appropriate 
records of their work and manage those records in keeping with the Code of Practice 
and the relevant policies and guidance within their organisation. Managers should 
demonstrate active progress in enabling staff to conform to the Code of Practice, 
identifying resource requirements and any related areas where organisational or 
systems changes are required. 

 
82 The Processors and Subcontractors processing data, information and records on 

behalf of health care organisations must abide by this Code of Practice. 
Subcontractors may also have their own direct recordkeeping responsibilities as 
service providers, employers and regulated bodies. Contracts and relationships with 
third parties must be managed so that other aspects of records management are 
protected. This includes data protection clauses, provision of clear instruction on 
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expected standards of recordkeeping, returning the data, information or records, or 
transferring the data, information or records to a new supplier to ensure continuity of 
service.  

 
83 Data Protection Officers may advise on whether contractual arrangements in place 

with processors are appropriate and on whether further information must be added to 
relevant privacy notices. 

 
84 Should a subcontractor close or cease business, a plan to transfer the records to a 

suitable authority must be put in place. This includes the closure of a GP Practice as 
per Section 3 of the PRSA. 

 
3.2 Training 
 
85 All staff involved in handling records, should be appropriately trained in their records 

management responsibilities, and are competent to carry out their designated 
records management duties. Training should cover paper and digital record formats. 

 
86 Public authorities have a duty to ensure the provision of training for staff regarding 

records management in support of their compliance with Element 12 of the Keeper’s 
Model RMP, under PRSA. Specific elements should be included in training 
programmes to ensure staff understand appraisal and retention of records. 

 
3.3 Policy 
 
87 In support of their compliance with Part 1 Section 1(2)(b)(i) of the PRSA and Element 

3 of the Keeper’s Model RMP, public authorities should have in place a records 
management policy statement, endorsed by the Executive Management Team (or its 
equivalent), and made readily available to staff at all levels of the organisation. 

 
88 The policy statement should provide a mandate for the performance of all records 

management functions. It should set out an organisation's commitment to create, 
keep and manage records and document its principal activities in this respect. 

 
89 The policy should also: 
 

• outline the purpose of records management within the organisation, and its 
relationship to the organisation's overall strategy; 

• define roles and responsibilities within the organisation, including those of 
individual staff to document actions and decisions in the organisation's records, 
and to dispose of records appropriately when they are no longer required; 
define roles, responsibilities and procedures for safe transfer, storage or 
confidential disposal of records when staff leave an organisation, or when 
premises are being decommissioned; 

• define the process of managing records throughout their lifecycle, from their 
creation, usage, maintenance, and storage to their disposal, be it ultimate 
destruction or archival preservation; 

• provide a framework for supporting standards, procedures and guidelines;  
• indicate the way in which compliance with the policy and its supporting standards, 

procedures and guidelines will be monitored and maintained; 
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• cover all series of records held, in any media, and should state the agreed 
retention period and disposal action, including, where appropriate, an indication of 
those records which should be considered for archival preservation. 

 
90 The policy statement should be reviewed at regular intervals (a minimum of once 

every three years or sooner if new legislation/codes of practice/national standards 
are introduced or due to obligations placed on organisations by their auditors) and, if 
appropriate, it should be amended to maintain its relevance. The policy should be 
ratified through the appropriate governance route within the organisation with final 
approval being provided by an appropriate senior group, for example the Information 
Governance Committee within a large organisation or by the senior executive team 
within a smaller organisation.  

 
91 To support the implementation of the policy, organisations should develop local 

guidance outlining how records are managed within their organisation, including what 
they should contain, what format they should be held in, where they should be 
stored, what the file structure and naming conventions should be and the security 
measures which must be put in place to prevent inappropriate access. 
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Section 4 - Data, Information and Records Lifecycle 
Management 
 
 
92 This section provides organisations with guidance regarding how to manage records 

throughout their lifecycle. As outlined in Section 2.1, this Code of Practice adopts the 
approach with the Public Records (Scotland) Act 2011 (PRSA), Part 1 Section 13(1) 
which states that “record” means anything in which information is recorded in any 
form. Here after, any reference made to ‘records’ will be the overarching term used 
for all records, information and data held by organisations regardless of type and 
format. 

 
4.1 Records Management Plan/Framework 
 
93 Section 1 of the PRSA requires every public authority to prepare a “Records 

Management Plan” (RMP), setting out proper arrangements for the management of 
their public records throughout its lifecycle.  

 
94 The Keeper’s Model RMP17 provides public authorities with a framework to set out 

how their records are being managed. It is separated into 15 elements and each 
public authority is required to report on their status for each element to the Keeper of 
the Records of Scotland and provide evidence to demonstrate this. The elements are 
as follows: 
 
Figure 2 Records Management Plan Elements 
 

 
 
95 Health and social care organisations working within the private, third party or 

voluntary sectors should ensure that they manage the records in line with the 
contracting organisation’s Records Management Plan. 

 
4.1.1 ISO 15489 Information and Documentation 
 
96 Organisations should refer to ISO 15489 Information and Documentation - Records 

Management Standard 18which focuses on the business principles behind records 
management and how organisations can establish a framework to enable a 

                                            
17 Model Records Management Plan | National Records of Scotland (nrscotland.gov.uk) 
18 ISO 15489-1:2016 Information and documentation - Records management (iso.org) 

1. Senior Management Responsibility  
2. Records Manager Responsibility  
3. Records Management Statement  
4. Business Classification  
5. Retention Schedule  
6. Destruction Arrangements  
7. Archiving and Transfer Arrangements  
8. Information Security  

9.   Data Protection  
10. Business Continuity and Vital Records  
11. Audit Trail  
12. Competency Framework for Records 
     Management Staff  
13. Review and Assessment  
14. Shared Information  
15. Public records created or held by third 
     parties  

https://www.nrscotland.gov.uk/record-keeping/public-records-scotland-act-2011/resources/model-records-management-plan
https://www.iso.org/standard/62542.html
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comprehensive records management programme. This can be used to support the 
implementation of the organisation’s Records Management Plan. 
 

97 The standard describes the characteristics of a record (authenticity, reliability, 
integrity, and usability). These characteristics allow strategies, policies, and 
procedures to be established that will enable records to be authentic, reliable, 
integral, and usable throughout their lifecycle. It is essential that a records 
management process is designed that will allow records to possess these 
characteristics. To ensure that these characteristics are maintained, sufficient 
persistent metadata (see section 4.7.2) must be attached to each record. 

 
98 The industry standard for the design and implementation of records management, as 

given in the ISO standard ISO15489, is an eight-stage process that can be 
summarised as follows. 
 
 
Figure 3 Implementation of record keeping process 
 

 
 
99 In addition to the stages outlined above, in most cases an information risk 

assessment should also be conducted. The risk assessment should include identified 
privacy risks in compliance with the Information Commissioners Office Data 
Protection Impact Assessment Guidelines. 

 
100 To support implementation of ISO 15489, the British Standards Institution developed 

BS 10025:2021 – Management of Records Code of Practice. It which sets out 
recommended good practices for organisations to follow, in the management of their 
records to support the implementation of principles detailed in ISO 15489 in practice.  

 
4.2 Records Survey 
 
101 Implementing and maintaining an effective records management system depends on 

knowledge of what records are held, where they are stored, who manages them, in 
what form(s) they are made accessible, and their relationship to organisational 
functions (e.g. Finance, Estates, IT, Direct Patient Care etc.) and how the records link 
to the organisational Business Classification Scheme. An information survey or 
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record audit is essential to meet this requirement to ensure control over the records 
and provide valuable data to inform future workplans and for developing records 
appraisal/disposal policies and procedures.  

 
102 It will aid organisations to know:  
 

• what series of records it holds (and potential quantities) 
• the location of its records (outlining security/access measures) 
• the format of its records  
• the business area that created the record  
• the information Asset Owner (responsible manager) 
• disposal potential for the coming year.  

 
103 The process can also be used as an opportunity to support asset owners with their 

records management responsibilities. 
 
104 Organisations should annually audit their records management practices as part of its 

existing audit activity. This can include checking for adherence with this Code of 
Practice. Results of audits should be reported through the appropriate governance 
routes and updated on the organisation’s RMP. For public authorities this is a 
requirement under Part 1 Section 5(1)(a) of the PRSA and Element 13 or the 
Keepers Model RMP. 

 
105 This audit must be extended to all organisations processing information on behalf of 

NHS Boards.  
 
4.3 Managing Records 
 
106 Records are required to be managed throughout their ‘lifecycle’. This ‘lifecycle’ starts 

at creation or receipt of the record (information or data) in the organisation and 
continues throughout the period of its use, storage, review, and concludes with either 
confidential destruction or transfer to a designated place of deposit for archival 
preservation. All records in any format, (paper, digital files, emails, and data held 
within digital systems or databases) should be managed through each stage of the 
lifecycle regardless of whether its lifespan is a single day or a lifetime. Organisations 
should ensure that they have policies and procedures in place to manage records 
through each stage of the lifecycle, which supports compliance with Part 1 Section 
1(2)(b)(i) of the PRSA and Element 3 or the Keepers Model RMP. The stages are 
shown in Figure 4 and described as follows. 

 
107 Stage 1 – Create 

This stage refers to the creation or receipt of records by an organisation. It is 
important that careful consideration is given to the purpose of the record, how it will 
be identifiable in the future, how long it will require to be retained and the storage and 
security measures required. At this stage, it may be possible to determine if the 
record needs to be defined as a master copy of a record. See section 4.5. 
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Figure 4 The Information (Records) Lifecycle 

 
 

108 Stage 2 – Use 
Stage two reflects the point at which the record is in active use by the organisation. 
Active use can refer to the records being updated regularly, being referenced, used 
in the delivery of services or to inform decision making. This may also involve sharing 
of this record with other functional areas or organisations. During this stage it is 
important that; the record is reviewed to ensure it meets its intended purpose, 
security/access is monitored to ensure it is only accessible by those who have a 
justified need to access, and version control is utilised to ensure points of change can 
be identified.  

 
109 Stage 3 – Maintain 

At this stage the record has fulfilled its intended purpose and becomes inactive, 
whereby the content is no longer altered but the record continues to be stored by the 
organisation. The record should be ‘closed’ (see section 4.11) and consideration 
given as to whether the retention period can be triggered. It is essential that the 
record is stored appropriately in order that: it continues to be visible to the ‘owner’, it 
can be identified when requested and it is managed through the final stages of its 
lifecycle. Access should continue to be monitored and any change to the storage or 
format of the record should be carefully considered. A further consideration is that at 
this point the records may be re-used for another purpose, for example for research, 
service improvement or as evidence in an investigation where a copy may be taken 
to form part of a new record. 

 
110 Stage 4 – Review 

At this stage of the lifecycle some records require to be reviewed and considered for 
continued retention, transfer to long term or offline storage, transfer to a permanent 
preservation facility or destruction. It is crucial at this stage that the ‘owner’ of the 
record has oversight of this decision making and that decisions are based upon 
business use, legislative requirements, and the organisations retention schedule. For 
some records, especially those in digital systems, automated deletion functionality 
may have been applied to appropriate record types which negates for the manual 
review of these record types. See 4.12 for further information. 
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111 Stage 5 – Dispose 
The final stage of the lifecycle is the disposal of the record, either through transfer to 
the organisation’s designated permanent place of deposit or by confidential 
destruction, so that the record is put beyond any possible reconstruction. 
Organisations should put in place robust procedures to ensure the secure and 
confidential destruction of records containing personal data. They should also record 
the disposal (destruction or deposit) of records on disposal logs and/or obtain 
destruction certificates where required, and particularly in the event of the destruction 
of personal data.  

 
4.4 Creating Records 
 
112 Organisational units/departments should have in place procedures for documenting 

their activities. This process should consider the legislative and regulatory 
environment in which the department operates. 

 
113 At the point of creation, consideration should be given as to the purpose of the record 

and how it should be constructed in order to fulfil this purpose. 
 
114 Records of organisational activities should adhere to the following records 

management principles as defined by the National Records of Scotland:19 
 

Authentic It must be possible to prove that records are what they purport to be 
and who created them, by keeping a record of their management 
through time. Where information is later added to an existing 
document within a record, the added information must be signed and 
dated. With digital records, changes and additions must be identifiable 
through audit trails. 

Accurate Records must accurately reflect the activities and transactions that 
they document. 

Accessible Records must be readily available when needed. 
Complete Records must be sufficient in content, context, and structure to 

reconstruct the relevant activities and transactions that they document. 
Comprehensive Records must document the complete range of an organisation’s 

business. 
Compliant Records must comply with any record keeping requirements resulting 

from legislation, audit rules and other relevant regulations. 
Effective Records must be maintained for specific purposes and the information 

contained in them must meet those purposes. Records will be 
identified and linked to the business process to which they are related. 

Secure Records must be securely maintained to prevent unauthorised access, 
alteration, damage or removal. They must be stored in a secure 
environment, the degree of security reflecting the sensitivity and 
importance of the contents. Where records are migrated across 
changes in technology, the evidence preserved must remain authentic 
and accurate. 

                                            
19 Records Management | National Records of Scotland (nrscotland.gov.uk) 

https://www.nrscotland.gov.uk/record-keeping/records-management#principles
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115 This is in order to: 
 
• allow employees to undertake appropriate actions in the context of their 

responsibilities; 
• facilitate an audit or examination of the organisation by anyone so authorised; 
• protect the legal and other rights of the organisation, its patients, staff, and any 

other people affected by its actions;  
• ensure the authenticity of the records so that the evidence derived from them is 

shown to be credible and authoritative. 
 
116 When creating and/or collating personal data in the formation of records, 

organisations must ensure that the collection of this data is necessary, justified, and 
proportionate, in support of data protection principles and therefore supporting 
compliance with Element 9 – Data Protection of the Keeper’s Model RMP.  

 
4.5 Defining Records 
 
117 Within the organisation, there should be guidance to provide staff with a clear 

understanding of what constitutes a record and what records require to be kept. 
Organisations should adopt a master record approach, where a primary instance of 
the record is held. Master copies should be retained in line with the organisation’s 
retention schedule. A master copy of a record should be managed in a way that will 
fix it in an accessible format until it is appraised for further value or disposed of, in 
line with the retention schedule. Some activities will be pre-defined as creating 
records which require to be kept, such as health records or minutes and papers of 
board meetings. Other records will need to fulfil the criteria as being worth keeping, 
such as unique instances of a business document, emails, or datasets.  

 
4.5.1 Duplicate Records 
 
118 Duplicate copies of records should be marked as such (preferably with the 

identification of the original IAO) to prevent being used as a master record in error. 
Copies of records are not usually required to be retained in line with the original 
retention period. They may be able to be held for a short period of time and disposed 
of once the business purpose for the record has ceased. However in some cases 
they may subsequently form part of a different record type, for example evidence in 
an investigation file or as part of a multi-agency record, and may require to be 
retained for longer. 

 
119 Where data is duplicated, either due to data warehousing or backup systems, the 

organisation must be in a position to comply with current legislation, particularly in 
terms of data quality and accuracy, implementation of rights to deletion, withdrawal of 
consent for processing personal data and retention schedules across all instances. 
Information Asset Registers must hold information about data replicated in other 
systems. Master data management tools must be used where possible to support 
master data management, removing duplicates and incorporating data rules and 
standardisation controls to produce an authoritative source of master data. The 
controls are applicable to any record regardless of format. 
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4.5.2 Transient Information 
 
120 Transient information is that which is deemed to be temporary, superseded or of little 

value, which would not be declared as a record itself. Examples include: 
 

• A blood pressure results written on a post-it note which is transferred into the 
digital patient health record (superseded); 

• A telephone message passed from one staff member to another (temporary); 
• A draft document superseded by a final version (superseded); 
• An email outlining that someone will be late for a meeting (temporary); 
• Notes in a paper or digital notebook (temporary); 
• Communications making arrangements for lunch (little value). 

 
121 This information once transferred to the appropriate record, acted upon, or 

superseded should be held for a minimum amount of time, if at all. Individual 
employees do not need formal authorisation (from the IAO or line manager) to 
destroy transient information, so long as the records are not needed for an 
investigation or to respond to a request for information and the destruction is carried 
out in a secure manner. However, employees sometimes need help in 
determining whether information is transient or not and such queries should be 
referred to the organisation's Records Manager.  

 
122 Transient information can be in paper or digital format. Across organisations there 

are a range of digital portals. These technologies generate transient records which 
are still subject to records management and information governance, particularly in 
terms of security measures and access controls. Any decisions made in relation to 
health and social care interactions using information that is accessed from digital 
portals must be recorded within the health or social care or social work record. Audit 
Logs showing the information/documents that were accessed must therefore be 
retained.. If transient information is recorded on hard paper copy the information must 
be transcribed into the record before the paper version is destroyed.  

 
4.6 Registering Records 
 
123 Organisations should maintain a register of information assets, commonly known as 

an Information Asset Register (IAR). It should contain details of the records 
(regardless of format) stored and maintained by the organisation, including any risks 
associated with them and should be reviewed annually.  

 
124 Assets should be registered at record collection level. Information Asset Registers 

should contain the following details of each asset: 
 

• the name, purpose and description  
• the IAO and Information Asset Administrator (IAA)  
• its format, location and the security applied 
• its corresponding function in the Business Classification Scheme 
• the retention period which should be applied 
• any identified risks and mitigations. 
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125 When creating a new type of record, an initial information risk assessment should be 
conducted in conjunction with those responsible for records management information 
security and data protection. An IAO should be designated and they are responsible 
for conducting the information risk assessment. Any new information asset (e.g. a 
new type of record) should be registered. Of note one single system may have more 
than one information asset with different IAOs, e.g. clinical data vs. operational logs 
may have different IAOs. 

 
126 The UK General Data Protection Regulation (UK GDPR) requires organisations to 

maintain a record of processing activities (ROPA) under its responsibility. This also 
fulfils part of the requirements under Element 9 – Data Protection of the Keeper’s 
Model RMP. The ROPA can be linked to or detailed within an Information Asset 
Register providing it contains details of the information processed by the organisation 
(digital or otherwise), the sensitivity and classification, the information risk, groups of 
users and who the information is shared with.  

 
4.7 Identifying Records 
 
127 Records must be easily identifiable using naming conventions and metadata. The 

naming or labelling of digital or paper files must clearly identify the contents of the 
file, the time period which it relates to and the version number where applicable. 
Information Asset Registers should allow the identification of IAOs.  

 
4.7.1 Naming Conventions 
 
128 Organisations must have guidance for naming conventions of digital records (files 

and folders); this helps identify records using common terms and titles. They also 
enable users to distinguish between similar records to determine a specific record 
when searching the file system. Naming conventions need not be overly prescriptive 
or formalised, but they must be clear and well defined. Without naming conventions 
there is a significant risk of records being destroyed or lost within the file system.  

 
129 Equivalent conventions must exist for use of ‘Subject’ fields in email systems, adding 

relevant tags for the classification of the information. 
 
130 National Records of Scotland guidance states: “A document name should be made 

up of the following components: 
Description - the topic and subject matter. This component may be used numerous 
times as documents are created and saved relating to the same subject. This should 
adequately describe the contents out with the folder structure. 
Type - the document type e.g. letter, report, minutes, etc. Not to be confused with 
format e.g. Excel spreadsheet 
Date, if appropriate - the date of, publishing/approval, or of an event, meeting and 
used to distinguish the document from others on the same topic. The most practical 
format for dates is YYYY-MM-DD or YYYYMMDD as per ISO860120 Date and Time 
Format. This allows for easier searching and sorting. 
Version Number - used to keep track of changes made to the document. Not 
applicable to emails.” 

                                            
20  ISO 8601 Date and time format (iso.org) 

https://www.iso.org/iso-8601-date-and-time-format.html
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4.7.2 Metadata 
 
131 Metadata is structured information that enables us to describe, locate, control, and 

manage other data/information/records throughout its lifecycle. Metadata can be 
broadly defined as "data about data". Metadata is defined in ISO 15489 as: data 
describing context, content and structure of records and their management through 
time. It refers to the searchable definitional data that provides information about or 
documentation of other data managed within an application or environment. For 
example, a library catalogue, which contains data about the nature and location of a 
book, is descriptive metadata about the book but is not the book itself.  

 
132 Organisations should therefore ensure that metadata includes as a minimum, 

elements such as the title, subject and description of a record, the creator and any 
contributors, the date and format. For patient health records, organisations must also 
ensure that they use the appropriate DST Code as outlined within the Scottish 
Clinical Indexing Standards21 and the patient’s CHI number where appropriate.  

 
133 The UK Government Central Digital and Data Office states within its Metadata 

Standards for Sharing and Publishing data guidance22 that the Open Standards of 
Schema.org23 and Dublin Core24 that are both recommended for government25 use.  

 
4.7.3 Version Control  
 
134 Organisations should include details of the current and previous versions of the 

record in the metadata and/or using naming conventions for such purpose. 
Appropriate version control arrangements that support the management of multiple 
revisions to the same document should be in place, to ensure that the most up to 
date versions are being referred to by staff or to ensure that the record which was in 
place at a certain point in time is easy to identify. To assist with version control for an 
organisation’s controlled documents e.g. policies, guidelines, procedures, it is 
recommended that document control forms are also in place, which detail the version 
history and changes applied. Some systems automatically generate version histories 
for example within SharePoint; however, this can result in a new version being 
‘logged’ each time a change is made and may not reflect the version history for long-
standing documents which have been migrated into the system. 

 
4.8 Storing Records 
 
135 Records created by organisations should be arranged in a record management 

system that will enable the organisation to obtain the maximum benefit from the quick 
and easy retrieval of records whilst also having regard to security frameworks.  

 
136 Paper and digital record management systems should include descriptive, contextual, 

and technical documentation and metadata to enable the system to be operated 
efficiently, and to allow the records held in the system to be easily understood. It 

                                            
21 Clinical Indexing Document Standards v4.3 (digihealthcare.scot) 
22 Metadata standards for sharing and publishing data - UK Gov (gov.uk) 
23 About Schema (schema.org) 
24 DCMI Metadata Terms (dublincore.org) 
25 UK Gov e-Government metadata standard v3.1 (nationalarchives.gov.uk) 

https://www.digihealthcare.scot/app/uploads/2023/04/CDI-Standard-v4-3-FINAL.pdf
https://www.gov.uk/government/collections/metadata-standards-for-sharing-and-publishing-data
https://schema.org/
https://www.dublincore.org/specifications/dublin-core/dcmi-terms/
https://cdn.nationalarchives.gov.uk/documents/information-management/egms-metadata-standard.pdf
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should be clear from this documentation the administrative history and context of the 
records. The systems should also enable clear rules for the labelling and protective 
marking of records to maintain security and confidentiality, whilst aiding efficient 
record retrieval. 

 
4.8.1 Structuring Records 
 
137 Records should be structured within an organisation-wide corporate ‘file plan’ or 

Business Classification Scheme which reflects the functions and activities of the 
organisation and facilitates the appropriate sharing and effective retrieval of records. 
This supports the organisation’s requirements under Element 4 of the Keeper’s 
Model RMP and the requirements of ISO 15489.  

 
138 The Business Classification Scheme can be implemented as the structure of files and 

folders in a paper filing system, on a network shared drive or as 
metadata/labelling/tagging within an Electronic Document and Records Management 
System (EDRMS). Classification schema should be structured by function and then 
further refined to produce a classification tree based on function, activity, and 
transaction. The transaction can then be assigned a rule (such as retention period), a 
security status or other action based on the organisational policy. The scheme will 
enable appropriate management controls to be applied and support more accurate 
retrieval of information from record systems. A Business Classification Scheme 
should not be based on organisational/departmental structure as this is subject to 
periodic change. 

 
Figure 5 Business Classification Scheme 
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4.8.2 Securing Records 
 
139 Records must be stored in a secure environment to prevent unauthorised access, 

alteration, damage, or removal. The level of security should reflect the sensitivity and 
importance of the information.  

 
140 Information Security, Element 8 of the Keeper’s Model RMP, is a compulsory element 

under Part 1 Section 1 (2)(b)(ii) of the PRSA. Organisations must ensure that they 
have appropriate measures in place to protect information and be able to 
demonstrate this in evidence. 

 
141 The 6th Data Protection Principle detailed in Article 5(1)(f) of the UK GDPR requires 

organisations to take reasonable technical and organisational security measures to 
protect information from unauthorised access, unlawful processing, accidental loss, 
destruction, or damage.  

 
142 The Public Sector Cyber Resilience Framework supports Scottish public sector 

organisations to improve their cyber resilience and comply with a range of legislative, 
regulatory, policy and audit requirements in respect of cyber security. NHS Boards 
specifically also have to comply with Network and Information Systems Regulations 
2018. 

 
143 It is recommended that organisations implement a protective marking scheme. This 

could, for example be based on the Cabinet Office Government Security 
Classifications defined protective marking scheme which is used by both central and 
local government. It is best practice that patient/service user data is classed as 
‘Confidential’. For those organisations implementing Microsoft 365, this could be 
implemented within the ‘Sensitivity Label’ functionality. 

 
144 The paper records management system in place in most organisations is not 

necessarily an appropriate model for managing digital records. This is because of the 
nature and volume of digital records, the variety of file formats, the distribution of the 
storage and duplication (e.g. parallel datasets), the way it is backed up and 
preserved, and the difficulty to implement retention policies (unless they are 
embedded in the initial digital infrastructure) must be considered when securing 
digital records. 

 
145 Digital records management needs to be very carefully considered and structured to 

ensure the integrity of the records is not compromised upon capture and during 
storage, so that data remains accessible and understandable for as long as it is 
required.  

 
146 User access controls provide essential mitigation against the risks to records inherent 

in many digital systems. These controls include user registration and de-registration, 
user access provisioning, review of user access rights and the removal or adjustment 
of access rights. They also include the prohibition of shared accounts and access to 
information based on a need-to-know basis. Organisations must implement, where 
possible, monitoring systems to allow automated escalation of access misuse to 
digital records. 
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4.8.3 Accessing Records 
 
147 Organisations should have processes, procedures, and technical controls in place to 

support the business continuity of records to ensure they are readily available when 
needed. This can be as simple and straight forward as ensuring that users do not 
store records in places which are not accessible to others; for example their 
computer desktop or electronic personal drive/OneDrive, or a locked filing cabinet, 
and can range to organisations having IT disaster recovery plans and back up 
processes to support the creation and management of records which are required for 
the operational delivery of services. Organisations are required to detail the 
measures in place under Element 10 of the Keeper’s Model RMP. 

 
148 Organisations should also ensure that the appropriate access controls are applied to 

records to ensure that they are not inappropriately accessed. This is particularly 
important where the records contain business sensitive or personal data. 
Organisations should ensure that IAOs are aware of their responsibilities in this area 
and that access controls should be reviewed on a routine basis. 

 
4.8.4 Paper Records Storage 
 
149 It is essential that paper records are stored in the correct environment. Guidance on 

the requirements can be found in BS 4971:2017 Conservation and care of archive 
and library collections. Environmental factors can have a significant impact on the 
structural integrity of the record and could result in significant damage to the paper 
which could result in the record being unreadable or damaged beyond use. 

 
150 The following factors must be considered when identifying suitable storage for paper 

records: 
 

• Accessibility to easily identify and retrieve records;  
• Security measures to prevent unauthorised access; 
• Ability to control environment to prevent against pests, excessive heat/light, mould, 

dirt, and damp;  
• Flood/water ingress prevention; 
• Fire protection. 

 
151 Organisations should ensure that appropriate shelving is put in place, as well as 

identifying suitable packaging and labelling materials which are not subject to 
deterioration if required for long term storage.  

 
152 Clear guidelines/procedures should be put in place to ensure that departments hold 

inventories of what records is contained in the storage area. The procedures should 
also outline the requirement for easy identification of records for disposal via the use 
of labels which clearly identify the: 

 
• content owner (generally a department/team rather than a person); 
• content subject matter; 
• date of creation; 
• date of destruction or requirement to retain permanently; 
• box/file reference number. 
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4.8.5 Digital Records Storage 
 
153 Where records are kept in digital form, wherever possible they should be held within 

an Electronic Document and Records Management System (EDRMS) which 
conforms to the standards of the European Union Model Requirements for the 
Management of Electronic Documents and Records (MoReq2)26.  

 
154 Where an EDRMS is not yet available, digital records should be stored on 

organisation approved shared network servers or Microsoft SharePoint in a clear and 
meaningful folder structure. The folder structure and/or associated metadata should 
reflect the organisation's file plan or Business Classification Scheme, which 
represents the functions and activities of the organisation. The server should be 
subject to frequent back-up procedures in line with the Public Sector Cyber 
Resilience Framework/NIS Regulations 2018. Users should apply the functionality of 
the relevant software to protect digital records against inappropriate amendment. Of 
note, it is almost impossible to fully protect documents in a non-EDRMS environment 
or provide full audit and authenticity evidence. 

 
155 Cloud-based solutions are increasingly being implemented across organisations. The 

ICO cloud storage guidance must be followed and a data protection impact 
assessment must be conducted. Where possible, organisations should seek to 
ensure that their records, especially those which are sensitive, are stored on cloud-
based solutions which have servers within the UK. Important considerations are: 

 
• best practice records management must be applied, regardless whether the cloud 

offers almost unlimited storage capacity. Records must not be kept longer than 
required; 

• changes of cloud solutions or providers may require the transfer of large amounts 
of records between digital platforms. A risk assessment must be conducted, and 
future interoperability must be considered prior to commissioning any solution. 

 
4.8.6 Long Term Storage 
 
156 Where records have been identified as inactive and have been closed, in some 

circumstances, it may be required to move them to long term storage within the 
organisation until they reach the retention period. This can be due to storage 
capacity/costs, the requirement to keep them secure or the requirement to protect 
their authenticity and integrity. 

 
157 The transfer of records to long term storage should only be considered for records 

which have long retention periods and are not suitable for transfer to a designated 
place of deposit. For paper records this could mean moving the files from a filing 
cabinet into boxed storage within a dedicated record store. For records in digital 
systems this could mean moving the records from a legacy system into a supported 
platform. When moving digital records, there can be a greater risk to the integrity of 
the records of moving it than leaving it in situ. This should be considered and file fixity 
checks carried out for integrity and authenticity of records. The organisation's 
Records Manager should be involved in these projects. 

 
                                            
26 MoReq2 Overview (joinup.ec.europa.eu) 

https://joinup.ec.europa.eu/collection/eu-semantic-interoperability-catalogue/solution/moreq2
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4.8.7 Offsite Storage 
 
158 It is vital to highlight the importance of actively managing records which are stored in 

offsite storage. This applies to both paper records and digital records stored in cloud-
based solutions. Organisations should ensure:  

 
• IAOs are identified for the records as with any others, and to work in conjunction 

with Records Managers to commission new off-site storage – and DPOs for new 
processing of personal data;  

• IAOs work with Records Managers to commission new off-site storage; 
• DPOs are involved in commissioning processes where personal data is being 

processed and a Data Protection Impact Assessment (DPIA) is conducted to 
document this; 

• there is a full inventory of what is held offsite;  
• an entry is included in the organisation’s IAR for the record set; 
• retention periods are applied to each record;  
• a disposal log is provided;  
• there is evidence of secure disposal of records;  
• they provide clear instructions relating to all processing of offsite records including 

destruction of the records; 
• they can access the storage facility to conduct the appropriate checks when 

required; 
• they have agreed how their records will be retrieved and what timeframe they will 

be returned, for example to respond to subject access and FOI requests;  
• where suppliers/contractors are being used, they are subject to regular monitoring, 

including at contract reviews as part of healthy supplier relationship management. 
 

159 The National Archives has produced guidance to support organisations with the 
considerations which need to be taken into account when sourcing offsite storage for 
paper records. It can be accessed via: Identifying and Specifying Requirements for 
Offsite Storage of Physical Records.  

 
4.9 Digitising Records 
 
160 Wherever possible, organisations should move to digital records. Although the 

original paper record guarantees the authenticity of the record, access can be more 
difficult to audit, there are physical storage implications and the records can be 
harder to access and share in a timeous manner. However organisations should also 
be mindful that although there is a cost-saving element associated with digitising 
records, equally, saving all digital records with no records management controls in 
place will similarly incur costs and is environmentally unsustainable.  

 
161 Where possible, digital records management processes should be as 

environmentally friendly as possible to help contribute towards the Scottish 
Government’s target to reduce its carbon footprint and environmental impact. An 
example would be to replace outdated IT servers with up-to-date energy efficient 
systems, reducing the amount of energy required for the solution. 

 
 

https://cdn.nationalarchives.gov.uk/documents/information-management/considerations-for-developing-an-offsite-store.pdf
https://cdn.nationalarchives.gov.uk/documents/information-management/considerations-for-developing-an-offsite-store.pdf
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4.9.1 Digitisation 
 
162 Digitisation is the conversion of analogue (paper) to digital format. Digitising records 

may provide an opportunity to:   
 
• increase efficiency;  
• improve service delivery;  
• enhance reporting;  
• reduce storage space; 
• reduce costs.  

 
163 Organisations can digitise records by scanning current records into a digital storage 

solution or system. They should put in place robust procedures to manage control of 
access, retrieval, and use of records to ensure continued integrity, reliability, and 
authenticity of the records as well as their accessibility for the duration of their 
retention including the time of their disposal or archival preservation. 

 
164 The key considerations an organisation should take into account when digitising 

records are:  
 

• What information needs to be digitised and why? 
Should the records be securely destroyed without being digitised? Do all records 
require digitisation or just current or active files? There needs to be a clear 
rationale for digitisation, such as business efficiency, reduction of storage space or 
improvements in service delivery. 

 
• Are the records suitable for digitisation? 

Consider the size and condition of the paper records; how large are they and how 
the digitised files will be used. For example, would it be feasible for someone to 
scroll through pages of scanned information to locate what they need without 
keyword searching? For example, for large files such as patient health records, it 
is advisable to scan into distinct sections that reflect the paper record structure. 

 
• Who will own/manage the records once digitised? 

Information Asset Owners for the records should be identified. It is essential that 
ownership of the records is outlined to ensure that staff are aware of their 
responsibility to continue to manage the records. 

 
• How will the records be quality checked? 

All digitised records should initially be quality checked, but the number that should 
be checked can drop incrementally over time. A minimum number, e.g. 5% of 
digitised records should always be quality assured to ensure: 

 
- Completeness (have all pages been scanned); 
- Legibility (can the pages be read/interpreted. Any issues with quality should be 

noted to indicate original condition; this can be done by utilising poor quality 
stamps or set scan sheets that state the digitised records are reproductions 
from poor quality originals); 

- Accuracy (is the digitised image an exact replica of the original document); 
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- Legal admissibility (in accordance with BS 10008: 2020 Code of Practice for 
Legal Admissibility and Evidential Weight of Information Stored Electronically: 1 
& 2). 

 
• Where will the records be stored? 

Consideration is required as to whether there is sufficient space to store large files; 
will more files be added in the future, and how much more storage will be needed. 

 
• In what format will the records be stored? 

Organisations should consider the format in which the records will be stored in the 
digital solution. For example, PDF/A is specifically designed with long term 
preservation in mind. 

 
• How will the records be identified? 

Organisations should consider what details should be required for the naming 
convention and/or metadata. They should also consider where the tagging 
functionality is supported and what tags could be applied alongside naming 
conventions and metadata to support the quick and accurate identification of 
information. Where possible it is important that standardised naming 
conventions/metadata/tagging are applied to specific record types: for example the 
Scottish Clinical Document Indexing Standard27 for health organisations. 

 
• How long should the records be retained? 

Paper copies should be kept for a minimum of three months following scanning so 
that any errors identified through quality checking processes can be rectified. The 
digitised record takes on the role of master copy and will be then subject to the 
relevant retention period as outlined in the organisation’s retention schedule. Once 
digitised and stored, the records will need to be managed in line with records 
management principles and the records lifecycle (see section 4.3 and 4.4). 

 
• Have information risks been assessed? 

For example, has a risk assessment or Data Protection Impact Assessment been 
undertaken? 

 
165 The Institute of Health Records and Information Management (IHRIM) have produced 

guidance that can be useful for organisations considering scanning clinical records.28   
 
4.9.2 Digitalisation 
 
166 Distinct from digitising, digitalisation refers to the transformation of business 

processes or transactions through the use of digital technologies. This could also 
include the development of new systems or processes or the migration of existing 
data to a new system or platform.  

 
 
 
 
 
                                            
27 Resources - Digital Healthcare Scotland (digihealthcare.scot) 
28 Institute of Health Records and Information Management Guidelines (ihrim.co.uk) 

https://www.digihealthcare.scot/resources/
https://ihrim.co.uk/ihrim-documents-for-download-2/quality-handbook-a-guidelines?start=5
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167 Examples include: 
 
• meetings held remotely by video conference; 
• self-service check ins;  
• data entry via online form directly into a system; 
• implementation of a new clinical system. 
 

168 When records are being moved from one system to another then it is likely that the 
structures used for the two systems will be different. To minimise risk to the records, 
organisations should gain an understanding of the following: 

 
• The export and import functionality of both systems. 
• The ways that metadata is captured and managed in both systems. 
• File and object capture and management across both systems. 
• Relationship management between objects, files, metadata, and other record-

related relationship management across both systems. 
• Any information types or formats that the decommissioning system has which 

cannot be captured or managed by the other system. 
 
169 In cases where the processing of personal data is involved, a DPIA will be required. 

To ensure that any impact to records created, used, accessed, or stored by the 
proposed system or migration, it will be necessary to consider the following: 

 
• Risk 
• Ownership 
• Record type 
• Volume 
• File format 
• Security/access 
• Retention/disposal 
• Back-up/recovery 

• Source of information 
• Link to other information  
• Information structure 
• Information sharing 
• Migration 
• Data mapping 
• System testing 
• System decommissioning 

 
4.10 Sharing Records 
 
170 There are a range of statutory provisions that limit, prohibit, or set conditions in 

respect of the disclosure of records to third parties and similarly a range of provisions 
that require or permit disclosure. The key statutory requirements can be found in 
Section 2.3 Regulatory Framework: Legal and Professional Obligations. 

 
171 The mechanisms for transferring records from one organisation to another should 

also be tailored to the sensitivity of the material contained within them and the media 
on which they are held. 

 
172 Data Protection Officers and Caldicott Guardians should be able to advise on the 

appropriateness of disclosing or transferring records which contain personal data and 
any requirement for gathering further authorisation. 

 
173 Information Security staff should be able to advise on appropriate safeguards. The 

NIS Regulations and the PSCRF set out the requirements for the safe handling and 
transmission of records, across a range of media. 
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174 Modern digital records may have very complex and distributed architectures. 
Nevertheless, the organisation must be able to comply with current legislation, 
regardless how distributed the records are. When the record interlinks with sources of 
data out with the boundaries of the organisation, arrangements must exist between 
the information sharing partners to ensure compliance and execution of personal 
rights in a smooth manner along the data flow. 

 
175 Organisations must ensure that they have robust procedures/agreements in place for 

the sharing of information and that this is clearly documented. They should clearly 
consider the implication of information sharing on records management and, where 
personal data is concerned, must take privacy and data protection into account to 
ensure that sharing is appropriate, safe, and secure. This supports the organisation 
with Element 14 – Shared Information of the Keeper’s Model RMP. 

 
4.11 Closing Records 
 
176 Records should be closed, i.e. made inactive as soon as they have ceased to be in 

active use. An indication that a file of paper records or folder of digital records has 
been closed, together with the date of closure, should be shown on the record itself 
as well as noted in the index or database of the files/folders. The date of ‘closure’ can 
be the trigger for the start of the retention period, i.e. closure of investigation, 
completion of action plan.  

 
177 The storage of closed records should follow accepted standards relating to 

environment, security, and physical organisation of the files. 
 
4.12 Reviewing Records 
 
178 Reviewing records, also known as appraisal, refers to the process of determining 

whether records require to be either retained for longer, destroyed as they have 
reached the end of their retention period, or are worthy of archival preservation. To 
support staff with the review of records, organisations should put a retention schedule 
in place, outlining the time period which each record should be retained for – see 
section 4.14. 

 
179 In some cases the deletion of digital records may be automated within a system or 

platform such as Microsoft 365, negating the requirement for a review. This would 
only be applied to records where it is appropriate to set deletion at the end of a 
retention period without the requirement for further review by a person. However 
functionality should be put in place to enable organisations to prevent the automated 
deletion in circumstances when the records require to be retained for longer, for 
example in the event of investigations or public inquiries. Robust procedures are also 
required in order to inform information asset owners of circumstances where records 
require to be retained for additional purposes. 

 
180 At the end of the relevant retention period, one or more of the following actions will 

apply: 
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Retain: records may need to be kept for longer than the retention period due to 
ongoing administrative and or clinical/care need. As part of the review, the 
organisation should have regard to data protection legislation, which requires that 
personal data is not kept longer than is necessary. If it is decided that the records 
should be retained for a longer period, the internal retention schedules will need to be 
amended accordingly and a further review date set. Otherwise, one of the following 
will apply: 
 
Transfer: to the organisation’s designated place of deposit or consult an archivist or 
the National Records of Scotland, if the records have no ongoing administrative value 
but have, or may have, long term historical or research value. This is a compulsory 
element under Part 1 Section 1(2)(b)(iii) of the PRSA and Element 7 or the Keepers 
Model RMP. Organisations that do not have their own archivist should consult an 
NHS/Local Authority Archivist or the National Records of Scotland for advice; 
 
Destroy: where the records are no longer required to be kept due to statutory 
requirement or administrative or clinical/care need, and they have no long term 
historical or research value.  

 
181 Organisations will need to bear in mind the need to retain records where there is any 

risk that they may be required to consider/defend any legal actions.  
 
182 NHS Boards and GPs as producers of products and equipment are affected by the 

provisions of the Consumer Protection Act 1987 covering the liability of producers for 
defective products. They may also be liable in certain circumstances as suppliers and 
users of products. An obligation for liability lasts for 10 years and within this period 
the Prescription and Limitation (Scotland) Act 1973, as amended by the Consumer 
Protection Act 1987, provides that the pursuer must commence any action within 
three years from the date on which the pursuer was aware of the defect and aware 
that the damage was caused by the defect. It will be for NHS Boards and GPs to 
make their own judgement in such cases on whether any health records should be 
retained for this recommended period in order to defend any action brought under the 
Consumer Protection Act 1987.  

 
183 Organisations should ensure that they have mechanisms in place to identify records, 

containing personal data, for which the appropriate retention period has expired, in 
line with the 5th data protection principle detailed in Article 5(1)(e) of the UK GDPR. It 
is acknowledged that organisations will have different mechanisms available to them 
to achieve this, and that these may vary depending on the medium on which the 
record is held. In relation to paper records, it is acknowledged that organisations may 
'batch' records together e.g. on an annual basis, in order to make disposal decisions. 
In such instances, one approach to the calculation of retention periods would be to 
base it on the beginning of the year after the last date on the record. For example, a 
file in which the first entry is in February 2001 and the last in September 2004, and 
for which the retention period is six years would be kept in its entirety at least until the 
beginning of 2011. 

 
184 It is important, when reviewing records or setting automated retention in systems, 

that the long term historical and research value of the records are taken into account. 
Support can be sought from the organisation’s identified Archivist as per Element 7 of 
the Keeper’s Model RMP. Records which document the history and development of 
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the organisation and important policy decisions should be considered for archival 
preservation. In addition, samples of health records and older registers and ward 
journals may be valuable for historical medical and social research. Note that no 
surviving personal health or administrative record dated 1948 or earlier should be 
destroyed. 

 
185 Records which meet the following criteria should also be considered for archival 

preservation (Note: this is not an exhaustive list and there may be other record types 
that would fall into this category): 

 
• Board and major Committee minutes; 
• Annual reports and accounts; 
• Policy and strategy documents; 
• Significant departmental reports, reviews, and investigations; 
• A change to policy or procedure for delivery of care; 
• National public interest; 
• Regulatory action or records that document decision-making at a senior level; 
• Sustained media attention; 
• Serious case reviews e.g. published reports, records created and received in the 

course of implementing recommendations of serious case reviews; 
• Records relating to any inquiry conducted under the Inquiries Act. 

 
186 In line with the obligation placed upon the Keeper of the Records of Scotland (The 

Keeper) under PRSA, the National Records of Scotland has issued general guidance 
regarding public authorities archiving policies and transfer arrangements. This is 
available within the Keeper’s Model RMP Guidance to Element 7. 

 
187 It is expected that only a small proportion of records will require archival preservation 

however, appraisal before transfer is essential. For these purposes public authorities 
should have procedures and staff guidelines in place, written in consultation with the 
archivist from the designated place of deposit named in Element 7 of the Keeper’s 
Model RMP as required under Part 1 Section 1(2)(b)(iii) of the PRSA.  

 
4.13 Disposing of Records  
 
188 It is particularly important that the disposal of records – which is defined as the point 

in their lifecycle (stage 5) when they are either transferred to a permanent place of 
deposit for preservation or destroyed – is undertaken in accordance with clearly 
established policies which have been formally adopted by the organisation and which 
are enforced by properly trained and authorised staff. In addition, the disposal of 
master copies of records should be clearly documented on a records 
destruction/transfer log and approved by the appropriate Information Asset Owner. 

 
189 Organisations should develop and implement a retention and disposal policy. The 

policy should be supported by, or linked to, the retention schedules (see section 
4.14), and should cover all records created.  
 

190 Staff in the operational area that ordinarily use the records will usually be able to 
identify records for disposal and/or destruction, which should be approved by the 
manager responsible for the area. Operational managers are responsible for making 
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sure that all records are periodically and routinely reviewed to determine what can be 
disposed of or destroyed in the light of local and national guidance. Where possible, 
the process of appraisal, review and disposition should be automated, removing the 
need for staff to undertake the manual review of complex sets of records. 

 
191 Once the appropriate period has expired, the need to retain records further for local 

use should be reviewed periodically. Because of the sensitive and confidential nature 
of such records and the need to ensure that decisions on retention balance the 
interests of professional staff, including any research in which they are or may be 
engaged, and the resources available for storage, it is recommended that the views 
of the profession's local representatives should be obtained. For example within a 
health organisation, clinicians have a responsibility to identify any health records that 
they would like to be retained longer and this extension needs to be clearly indicated 
on the patient record system or paper files. 

 
4.13.1 Transfer to Designated Place of Deposit (Archive) 
 
192 Once records are no longer in use by an organisation, have no ongoing 

administrative value but have, or may have, long term historical, research or 
corporate memory value they should be selected for archival preservation. They 
should be transferred to a or designated place of deposit/archive once the business 
need or retention period has expired. This is a compulsory element under Part 1 
Section 1(2)(b)(iii) of the PRSA and is covered within Element 7 – Archiving and 
Transfer Arrangements of the Keepers Model RMP. Organisations that do not have 
their own archivist should consult a Local Authority/University Archivist or the 
National Records of Scotland for advice. 

 
193 Organisations should ensure that they have appropriate processes in place to 

transfer records of historical value. For health organisations, see sections 5.2 and 5.6 
for further information on sampling patient health records for archival preservation. 

 
194 When transferring records containing personal data, organisations must consider a 

living person’s data protection and confidentiality rights. Data protection legislation 
contains explicit provision for archiving purposes in the public interest as detailed in 
the Data Protection Act 2018 Schedule 2 Part 6, Paragraph 28. Organisations should 
inform archives of the period of time for which records containing personal data 
should not be available for access by the public, to ensure the data protection rights 
of the individual are upheld.  

 
195 Best practice suggests that non-active records selected for archival preservation 

should be transferred as early as practicable and no later than 30 years from creation 
of the record, with digital records being transferred within a shorter period due to their 
inherent vulnerability to change or deletion. 

 
196 Organisations should ensure that they have identified points of contact who 

coordinate the transfer of records. A process for the transfer of records should be 
agreed by both the organisation and place of deposit. It is also good practice to have 
transfer registers in place to ensure the organisation has oversight of their deposited 
records. 
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4.13.2 Destruction 
 
197 Records (including copies) not selected for archival preservation and which are no 

longer required due to statutory requirement or administrative or clinical need should 
be destroyed in a secure manner appropriate for the level of confidentiality or 
protective markings they bear. This must be approved by a manager and can be 
undertaken on site or via an approved contractor. Destruction processes and 
procedures must be clearly defined and documented within the organisation as 
required under Part 1 Section 1(2)(b)(iii) of the PRSA and Element 6 or the Keepers 
Model RMP. 

 
198 Confidential records should be destroyed in accordance with BSEN 15713:2023 - 

Secure Destruction of Confidential Material – Code of Practice. It is the responsibility 
of the organisation to ensure that the methods used throughout the destruction 
process provide appropriate safeguards against the accidental loss or disclosure of 
the contents of the records at every stage. Accordingly, contractors should be 
required to sign confidentiality undertakings and to produce written certification as 
proof of destruction for paper, hardware and digital systems. There is a common law 
duty of confidence to patients, service users and employees as well as a duty to 
maintain professional ethical standards of confidentiality. This duty of confidence 
continues after an employee or contractor has left the organisation. Obligations 
around confidentiality remain even after the death of a patient/service user. 

 
199 It is important to have destruction policies for digital records. The ability to retrieve 

deleted digital data has inherent dangers for confidential information when hardware 
and software is discarded. It may also jeopardise the viability of a records 
management programme if records that are supposedly 'destroyed' can be retrieved 
from the system. Organisations should put processes are in place to ensure that 
digital records are destroyed beyond any reasonable reconstruction on hardware. 
With regards to software, record should be destroyed to the point where they are not 
retrievable by the user and only retrievable by IT staff within back-ups for a short 
period of time. Back-ups are for the purposes of business continuity/disaster recovery 
only, not a ‘just in case’ and therefore should also be purged of destroyed records 
within an appropriate timescale. If hardware or software is to be discarded, advice 
must be sought from the relevant IT/Cyber Security Officer. 

 
200 It is essential that the destruction process is documented. The following information 

should be recorded and preserved by the Records Manager, so that the organisation 
is aware of those records that have been destroyed and are therefore no longer 
available: 

 
• description of record; 
• reference number if applicable; 
• number of records destroyed; 
• format of record; 
• date of destruction; 
• who authorised destruction (Information Asset Owner; 
• who carried out the process; 
• reason for destruction (this should refer to the retention/disposal policy). 
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201 Disposal schedules would constitute the basis of such a record. 
 
202 Whenever health records are being destroyed, this should be done with the 

necessary arrangements made to protect patient confidentiality where appropriate. 
The relevant Master Patient Index should be updated with the date of destruction so 
that this is immediately known should the patient present to the service at a later 
date, make a Subject Access Request or other request for information. It is important 
that records of destruction of health records contained in this retention schedule are 
retained permanently. No surviving health record dated 194829 or earlier should be 
destroyed.  

 
203 Personal health records should not be destroyed before the end of the period stated 

in the Code of Practice Retention Schedule. These periods reflect the statutory time 
limits for legal action to be brought.  

 
204 If a record due for destruction is known to be the subject of a request for information, 

or potential legal action, destruction should be delayed until disclosure has taken 
place or, if the organisation has decided not to disclose the information, until the 
complaint and appeal provisions of the Freedom of Information (Scotland) Act 2002 
(FOISA) have been exhausted or the legal process completed. It is important to note 
that section 65 of FOISA, Regulation 19 of the Environmental Information (Scotland) 
Regulations 2004 and Section 35(1) of the Inquiries Act 2005 detail that it is a 
criminal offence to destroy records with the intent to prevent disclosure. 

 
205 Data Protection legislation requires the controller to retain personal data no longer 

than is necessary for the purpose the information was obtained for. Ensuring 
personal data is disposed of when no longer needed will reduce the risk that it will 
become inaccurate, out of date or irrelevant. 

 
206 In complex settings where the information is shared and maintained across different 

organisations, the retention period should ideally be consistent. Where this is not the 
case retention periods should be aligned to the longest retention period for that 
record type specified in the sharing organisations records retention schedule. 

 
207 When digital systems are being designed, thought should be given as to how records 

can be destroyed within the system. In circumstances when automatic destruction 
functionality is implemented on a system, the system must also have the ability to 
place legal holds on records which may require to be retained beyond the defined 
retention period, for example due to an ongoing investigation or public inquiry.   

 
208 Where a digital system has the capacity to destroy records in line with the retention 

schedule, and where a metadata stub can remain demonstrating that a record has 
been destroyed, then the retention schedule should be followed in the same way for 
digital records as for paper records. 

 
209 Specific management software may be required to allow automated disposal of digital 

records. Retention schedules are based on the legal, regulatory or business 
requirement for retaining information, hence the format (paper or digital) should be 
irrelevant. However this is a very difficult process and currently presents great 

                                            
29 MEL(1993)152 Guidance for the Retention and  Destruction of Health Records (scot.nhs.uk) 

https://www.scot.nhs.uk/sehd/mels/1993_152.htm
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challenges for organisations, particularly in relation to health records, where due to 
the dynamic nature of these records a different approach can be required. Wherever 
possible, a combination of “disposal by design”, semi-automated monitoring and 
cleansing, and manual guidelines should be applied to dispose of records according 
to the organisation’s records retention schedule. 

 
210 Whilst there is a recognition that efficient disposal management is very difficult using 

legacy systems, organisations must demonstrate that disposal management is 
embedded in their change management processes; data protect by design and by 
default is a requirement for all organisations processing personal data (UK GDPR). 
Failure to demonstrate reasonable steps will constitute a breach of data protection 
legislation.  

 
211 If the system does not have this capacity, then once the records have reached the 

end of their retention periods, they should be exported and destroyed. Where this is 
not possible they should be made inaccessible to users of the system and upon 
decommissioning the entire system should be retained, along with system audit trails, 
for the retention period of the last entry recorded in the system. 

 
4.14 Retention Schedule 
 
212 A retention schedule sets out the periods for which the various records created within 

the organisations should be retained either due to their on-going business value or as 
a result of statutory requirement. It also provides guidance on dealing with records 
which have on-going research or historical value and should be selected for 
permanent preservation and transferred to the designated permanent place of 
deposit. The implementation of a retention schedule is a requirement under Element 
5 – Retention Schedule, of the Keeper’s Model RMP. It also supports principle 5 of 
data protection legislation. 

 
213 Schedules should cover all record types within the organisation, should be arranged 

based on series or collection of records and should indicate the appropriate disposal 
action for all records. Schedules should clearly specify the agreed retention periods, 
which should be based on the retention schedules referred to above, for the 
organisation. Retention schedules do not provide specific guidelines on determining 
which documents are retained as part of a record.  

 
214 The baseline retention schedule followed by Local Authorities and third party 

organisations contracted by them to deliver services on their behalf in relation to 
social care and social work services has been developed and is maintained by the 
Scottish Council on Archives. The Scottish Council on Archives Records Retention 
Schedules (SCARRS) is used by Local Authorities to inform their own record 
retention schedule, and local adaptations may have been made to suit the operations 
of the organisation. 

 
215 The retention schedule enclosed within this Code of Practice (Annex B) provides 

information and advice about all records commonly found within NHS organisations 
or third party organisations working on their behalf to deliver health care. The 
retention schedules apply to all the records concerned, irrespective of the format (e.g. 
paper, databases, emails, X-rays, photographs) in which they are created or held. 
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216 Whenever the enclosed schedule (Annex B) is used, the guidelines below should be 
followed: 

 
• The retention periods in this schedule should be adopted. Local business 

requirements or risk analysis may require some record types to be retained for 
longer; however, they must never be retained for a shorter retention period than 
set out in this schedule. 

 
• Retention periods should be calculated from the suggested trigger point. 
 
• The provisions of the FOISA and data protection legislation must be observed. 

Retention decisions should be made in the light of the need to preserve records 
that may be in the substantial public interest, or in relation to research purposes. 
This applies to records whose use cannot be anticipated fully at the present time, 
but which may be of value to future generations. 

 
• Some classes of record must be permanently preserved and the advice of the 

NHS Board/Local Authority designated archivist or National Records of Scotland 
or the Scottish Government Digital Health & Care Directorate regarding the 
designated permanent place of deposit should be sought. This is a requirement 
under Part 1 Section 1(2)(b)(iii) of the PRSA and Element 7 of the Keepers Model 
RMP. 

 
• The selection of records for permanent archival preservation is partly informed by 

precedent (the establishment of a continuity of selection) and partly by the 
historical context of the subject (the informed identification of a selection). It is also 
possible to retain a sample of certain record series. Local procedures should be 
drafted, using the profile of material that has already been selected, and the 
history of the institution or organisation (including pioneering treatments and 
examples of excellence) within the context of its service to the local and wider 
communities. 

 
• Records which, having been retained for the retention period, are selected for 

destruction, should be destroyed appropriately, with particular regard being to 
whether the information contained in them is of a confidential or sensitive nature. 
Where exportation, deletion or destruction is not technically feasible, due to the 
age and legacy design of the system, the record should be made permanently 
inaccessible to all reasonable measures, e.g. deleting encryption keys for that 
record. The organisation may wish to consider raising a risk in these 
circumstances due to the impact of retaining information (particularly personal 
data) for longer than is necessary, for example: 

 
- Compliance with the 5th principle of data protection legislation; 
- Unnecessary negative impact on storage and carbon footprint; 
- Ongoing resource to manage records which no longer requires to be retained; 
- Records continue to be subject to requests under legislation. 
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Section 5 – Record-Specific Guidance 
 
 
217 In this section you can find additional guidelines for dealing with specific record types. 

Further information on the record retention periods for health records and NHS 
corporate records can be found in Annex B. 

 
5.1 Adopted Persons Health Records 
 
218 Records must be recorded under birth names (or alternatively an alias) until an 

adoption order is granted.  
 
219 This type of record is subject to a high risk of unauthorised disclosure of personal 

data, especially in relation to third parties, therefore it is recommended that redaction 
and disclosure instructions are clearly stated along with the record. 

 
220 Any new records derived from the original records of the adopted person must 

contain sufficient information to allow for a continuity of care.  
 
221 GPs must initiate any changes of the Community Health Index (CHI) number or 

identity of an adopted person if it is considered appropriate to do so, following the 
adoption. 

 
5.2 Adult Health Record 
 
222 An acute/secondary care adult health record is the overarching record type for 

information and records collected and processed by an NHS Board about an 
individual aged over 16 with regards to their symptoms, assessment, diagnosis, care, 
and treatment. These records are created by those working within the NHS for all 
patient interventions across acute and secondary care. The information which would 
be classed as a ‘adult health record’ may not always be held as a single entity and 
may be split over formats, systems, and services.  

 
223 This record type does not cover the following specialty records: 
 

• Information held within a GP record; 
• Clinical Genetics;  
• Dentistry/Orthodontics/Maxillofacial; 
• Mental health including; Psychiatry, Psychotherapy, Psychology; 
• Learning Disability;  
• Midwifery;  
• Oncology; 
• Ophthalmology/Orthoptics; 
• Sexual Health, Genito-Urinary Medicine & Reproductive Health. 

 
224 An adult health record may be in paper or digital format (or both) and may contain 

any or all of the additional record formats: 
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• Unstructured digital text, narrative; 
• Digital forms; 
• Scanned documents; 
• Emails; 
• Medical illustrations;  
• Microfilm/microfiche;  
• Photographs;  
• Ultrasound scans; 
• Video/voice recordings; 
• X-ray films/reports.  

 
225 It will contain some or all of the following information: 
 

• personal data and demographics; 
• diagnosed health conditions; 
• treatments and prescribed medication; 
• tests, procedures, operations, and results; 
• allergies and past reactions to medicines; 
• care plans and referrals to other services; 
• lifestyle information, e.g. alcohol and nicotine intake; 
• hospital admission and discharge information. 

 
226 The record may hold information from any of the following health specialties: 

 
• AHP Services 
• Anaesthetics 
• Audiology 
• Cardiology  
• Clinical Neuropsychology  
• Clinical Health Psychology 
• Dermatology  
• District/Community Nursing 
• Ear, Nose & Throat 
• Emergency/Unscheduled Care 
• Endocrinology 
• Gastroenterology 
• General Medicine  
• General Surgery 
• Geriatric Medicine 
• Gynaecology 
• Haematology 
• Homeopathy 

• Immunology  
• Infectious Diseases  
• Intensive Care Medicine 
• Major Trauma 
• Neurology 
• Occupational Medicine 
• Orthopaedics 
• Palliative Medicine  
• Plastic Surgery 
• Radiology  
• Rehabilitation Medicine  
• Renal Medicine  
• Respiratory Medicine  
• Rheumatology  
• Trauma & Orthopaedic  
• Tropical Medicine  
• Urology 
• Vascular Surgery 

 
227 Information pertaining to a person, regardless of format, should be retained in the 

appropriate clinical system or, where these still exist, the paper record. Emails, 
referrals, care plans detailing information about a person’s care should be saved to 
the appropriate record, not within a local storage area with limited access. 
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228 A single retention period has been introduced for adult health records being held 
within digital clinical systems (that do not include the specialties listed at paragraph 
200), which is to retain until three years after death. This is in order to simplify the 
application of retention to systems and in recognition of the interdependencies of 
systems across the health and social care landscape due to the integration of health 
and social care records. 

 
229 Health Boards should ensure that they have appropriate processes in place to 

transfer deceased patient health records to their designated place of deposit. It is 
recommended that Health Boards sample a minimum of two generic records each 
year for archival preservation. This will provide the country with invaluable 
information on the treatment of patients throughout history. It is also recommended 
that Health Boards transfer records of patients who have exceptionally rare 
diseases/conditions or have received pioneering treatment. To support this, Health 
Boards should put in place a process for clinicians to identify these records, by 
marking a paper record or flagging/coding it on a system. 

 
5.3 Allied Health Professional Health Records 
 
230 Allied Health Professionals will create records during the course of their interventions 

with patients to deliver the following services:  
 

• Arts therapy 
• Diagnostic radiography  
• Dietetics 
• Occupational therapy 
• Orthoptics 
• Orthotics 

• Paramedical Services 
• Physiotherapy 
• Podiatry 
• Prosthetics 
• Speech and language therapy 
• Therapeutic radiography 

 
231 These records require to be managed alongside the core adult/childrens record or 

referring specialty record e.g. mental health record. The records should be stored 
within the core or referring specialty record in order for them to be retained for the 
appropriate retention period. Where these records are not stored within other 
records, they should be treated as a core or referring specialty record and stored for 
the same retention period, with the exception of radiology images.  

 
5.4 Ambulance Service Health Records 
 
232 Ambulance service records must be considered as health records if they contain 

medical evidence (e.g. clinical interventions), and therefore subject to the same 
retention periods as their corresponding health records (e.g. adult, children etc.). 

 
233 If Ambulance service records do not contain health data (or data that’s clinical in 

nature) they must be treated as administrative records (e.g. a patient transport record 
with no clinical details). 

 
234 The sharing of records between the ambulance service and any organisation part of 

the wider NHSS (and partners) must be documented in a corresponding Information 
Sharing Agreement (e.g. National Intra NHS ISA). Suitable work instruction must be 
written at local level as required e.g. to ensure the ambulance service can access 
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original handover records if needed, to share information with drugs, alcohol, and 
substance misuse teams etc. 

 
5.5 Asylum Seeker Health Records 
 
235 Records for refugees and asylum seekers must be treated in exactly the same way 

as other health records. CHI numbers must be allocated. In addition to the digital 
record, refugees and asylum seekers should be given an eligibility card to help them 
register if they move to another part of Scotland. Their patient records are maintained 
on the NHS systems and although they can request copies of their records if they 
wish, handheld records are not the standard. 

 
236 If a refugee or asylum seeker arrives with a handheld record, this should be used to 

help populate their NHS Scotland medical record and to create an emergency care 
summary. The handheld record should be considered similar to an emergency care 
summary anticipatory care plan, updated after the patient is seen and returned to the 
patient. 

 
5.6 Childrens Health Record 
 
237 A childrens health record is the overarching record type for information and records 

collected and processed by an NHS Board about an individual aged under 16 with 
regards to their symptoms, assessment, diagnosis, care, and treatment. These 
records are created by those working within the for all patient interventions across 
acute and secondary care.  

 
238 This record type does not cover the following specialty records  
 

• Information held within a GP record; 
• Clinical Genetics;  
• Dentistry Orthodontics/Maxillofacial; 
• Mental Health/Psychiatry/Psychotherapy/Psychology; 
• Learning Disability;  
• Midwifery/Obstetrics; 
• Oncology; 
• Ophthalmology/Orthoptics; 
• Sexual Health, Genito-Urinary Medicine & Reproductive Health.  

 
239 A childrens health record may be in paper or digital format (or both) and may contain 

any or all of the additional record formats: 
 

• Scanned documents; 
• Emails; 
• Medical illustrations;  
• Microfilm/microfiche;  
• Photographs;  
• Ultrasound scans; 
• Video/voice recordings; 
• X-ray films/reports.  
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240 It will contain some or all of the following information: 
 
• personal data and demographics; 
• diagnosed health conditions; 
• treatments and prescribed medication; 
• tests, procedures, operations, and results; 
• allergies and past reactions to medicines; 
• care plans and referrals to other services; 
• lifestyle information, e.g. alcohol and nicotine intake; 
• hospital admission and discharge information. 

 
241 The record may hold information from any of the following health specialties: 
 

• AHP Services 
• Anaesthetics 
• Audiology 
• Cardiology  
• Dermatology  
• District/Community Nursing 
• Ear, Nose & Throat 
• Emergency/Unscheduled Care 
• Endocrinology 
• Gastroenterology 
• General Medicine  
• General Surgery 
• Gynaecology 
• Haematology 
• Immunology 
• Infectious Diseases  

• Intensive Care Medicine 
• Major Trauma 
• Neurology 
• Neonatal 
• Orthopaedics 
• Palliative Medicine  
• Plastic Surgery 
• Radiology  
• Rehabilitation Medicine  
• Renal Medicine  
• Respiratory Medicine  
• Rheumatology  
• Trauma & Orthopaedic  
• Tropical Medicine  
• Urology 
• Vascular Surgery 

 
242 Where there is ongoing care at the age of 16, the childrens (secondary care) record 

will transition into an adult record in its entirety. Where there is no ongoing care and 
the record does not contain information which would require to be retained for longer 
(see Annex B Records Retention Schedule), then the record (paper or digital) can be 
destroyed after the person reaches the age of 25.  

 
243 It is recommended retaining childrens health records until the person reaches the age 

of 25 regardless of whether they are living or deceased. This is to enable the 
availability of records to assist in the treatment of siblings, particularly where there 
are genetic conditions and also takes into account the ongoing Scottish Child Abuse 
Inquiry. 

 
244 Health Boards should ensure that they have appropriate processes in place to 

transfer deceased patient health records to their designated place of deposit. It is 
recommended that Health Boards sample two generic records each year for archival 
preservation. This will provide the country with invaluable information on the 
treatment of patients throughout history. It is also recommended that Health boards 
transfer records of patients who have exceptionally rare diseases/conditions or have 
received pioneering treatment. To support this, Health Boards should put in place a 
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process for clinicians to identify these records, by marking a paper record or 
flagging/coding it on a system. 

 
5.6.1 Health Visitor Records 
 
245 Health visitors will hold records for the children under their health care. Where these 

are held separately to the Child Health Team record, NHS Boards should have 
processes in place to ensure that childrens records are transferred from the Health 
Visiting Teams to the Child Health Teams when the child reaches school age in order 
that the records can be maintained together. 

 
5.6.2 School Health Records 
 
246 In line with all patient health records, each child should have their own school health 

record rather than a single record for the school or per year intake. This ensures that 
the information about each child is held together meaning that access is restricted to 
only those caring for that specific child. This also means that it can be transferred to a 
new school if required. This must only be done once it is confirmed the child is now 
resident in the new location. The record must be transferred securely. The recipient 
of the record should contact the sender to confirm receipt of the record (if 
appropriate). 

 
247 Schools may process some health data on behalf of the NHS, in which case they 

must follow the records management and data protection processes set by the NHS. 
Irrespective of the locality of the school, it is the Health Board in which the child 
resides who is responsible for/the owner of these records.  

 
248 Local Authorities are the controller for health-related information held within school 

records for their own purposes for example as part of Integrated Support Plans. 
Where the school is independent, the school itself will be the controller. 

 
249 School Health Records processed on behalf of the NHS, stored on a school 

premises, must have access restricted to the NHS staff (e.g. school nurse, 
educational psychologist) delivering care and only be accessed by others where 
there is a legitimate requirement.  

 
250 These records are subject to the retention periods in this Code of Practice regardless 

of where they are stored. 
 
5.7 Clinical Psychology Records 
 
251 Records created by Clinical Psychologists, Counselling Psychologists and Clinical 

Associate’s in Applied Psychology during the course of treatment require to be 
managed alongside the core adult/childrens record or aligned specialty record.   
 

252 The records should be stored within the core or aligned specialty record in order for 
them to be retained for the appropriate retention period.  Where these records are not 
stored within other records, they should be treated as a core or aligned specialty 
record and stored for the following retention periods.  
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• Records created for patients under the care of mental health services should be 
held for 20 years after last seen or 3 years after death.  

• Records created for patients under the care of acute psychology services, e.g. for 
clinical assessment prior to proceeding with bariatric surgery, are held within the 
core adult/childrens record.  
- Records for adults would be held for 6 years after last seen or 3 years after 

death, (whichever date is sooner in both scenarios for paper records and the 
later for digital records).  

- Records for children would be held until the child turned 25, whether living or 
deceased; or where there is ongoing care these would transition into the adult 
record.  

• Records for neuropsychology care should be retained for 20 years after last seen 
or 3 years after death, and where neuropsychological assessment has been part 
of care for long term condition, retention of records should be for the duration of 
illness as per guidance in section 5.16. 

 
253 Some types of test materials used by clinical psychologists require extra security and 

care in order to protect their integrity. They should be handled in accordance with 
user agreements and/or user terms and conditions. Organisations should have policy 
and procedure in place to ensure this is the case. 

 
5.8 Complaints Records 
 
254 Any single complaint must be contained in a single record, regardless of the number 

of teams involved in the investigation/handling. This will allow a holistic view of the 
complaint and easier access to the record. The master copy of the complaint 
including all associated information, e.g. staff statements, should be held within the 
organisation’s complaint handling team until it exceeds its retention period. Duplicate 
copies should be held by managers/those involved in investigating the complaint, for 
a short period of time after the complaint is closed.  

 
255 Complaint information, including opinions about the care that was delivered, should 

never be recorded in the health, social care or social work records, particularly if the 
complaint is unfounded. 

 
256 The Scottish Public Service Ombudsman30 provides complaints guidance for public 

authorities. Organisations may develop processes specific to their organisation which 
should include how complaints records should be managed e.g. the NHS Scotland 
Complaints Handling Procedure31.  

 
5.9 Controlled Drugs Regime 
 
257 Refer to NICE guideline [NG46] (2016) for “Controlled drugs: safe use and 

management”. They have specific guidelines for record keeping, controlled drugs 
registers, requisitions, record of destruction and invoices, standard requisition forms, 
risk assessment records etc.  

 

                                            
30 SPSO How to handle complaints (spso.org.uk) 
31 SPSO / Scot Gov - NHS Model Complaints Handling Procedure (spso.org.uk) 

https://www.spso.org.uk/how-to-handle-complaints
https://www.spso.org.uk/sites/spso/files/csa/OriginalCHPs/NHSMCHPMarch2021.pdf
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258 Further information can be found on the Healthcare Improvement Scotland (HIS) 
website on the safe management and use of controlled drugs.  

 
5.10 Deceased Person’s Health Record 
 
259 Although data protection laws do not apply to data relating to the deceased, the 

Common Law duty of confidentiality32, the right to respect for privacy under Article 
833 of the Human Rights Act 1998, and the ethical obligation to respect a patient’s 
confidentiality, extends beyond death. The duty of confidentiality and right to privacy 
needs to be balanced with other considerations, such as: 

 
• to assist a Procurator Fiscal or other similar officer in connection with an inquest or 

fatal accident inquiry; 
• as part of national confidential enquiries;  
• Medical Certificates of Cause of Death (MCCD); 
• where a person has a right of access under the Access to Health Records Act 

1990;  
• whether the information is already in the public domain;  
• the purpose of the disclosure and any benefit or harm that will accrue as a result;  
• individuals close to the deceased. 

 
260 The FOISA (section 38(1)d) provides an exemption from the general right of access 

health records of a deceased person for up to 100 years from the date of the record. 
Notwithstanding, it may be possible to put in place mechanisms that both safeguard 
patient confidentiality and enable controlled access to health records of the deceased 
within this 100-year time limit. In general, confidentiality of records particularly 
relating to patients, staff, students or minors should be maintained for 100 years from 
the beginning of the calendar year following the date of the last entry of the record. 

 
261 The Access to Health Records Act 1990 governs access to records of a deceased 

person. It applies only to records created since 1 November 1991. Access must also 
be given to information recorded before these dates if this is necessary to make any 
later part of the records intelligible. The Act allows access to: 

 
• the deceased’s personal representatives (both executors or administrators) to 

enable them to carry out their duties;  
• anyone who has a claim resulting from the death. 

 
262 There is not a general right of access, it is a restricted right, and the following 

circumstances could limit the applicant’s access: 
 

• if there is evidence that the deceased did not wish for any or part of their 
information to be disclosed;  

• if disclosure of the information would cause serious harm to the physical or mental 
health of any person;  

• if disclosure would identify a third party (i.e. not the patient nor a healthcare 
professional) who has not consented to that disclosure. 

                                            
32 GMC Confidentiality: good practice in handling patient information - professional standards (gmc-uk.org) 
33 Human Rights Act 1998 (legislation.gov.uk) 

https://www.gmc-uk.org/professional-standards/professional-standards-for-doctors/confidentiality
https://www.legislation.gov.uk/ukpga/1998/42/schedule/1/part/I/chapter/7
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263 In certain circumstances, such as a request for medical records of the deceased, the 
exemption for confidential information is likely to apply. Organisations must conduct a 
test of confidentiality prior to disclosure (refer to ICO guidelines “Information provided 
in confidence” for further details on this test). 

 
264 As with the Data Protection Act 2018, a medical professional or the controller may be 

required to screen and redact the notes before release as, on occasion, information 
about the deceased will contain information about other living individuals, including 
genetic information that may identify surviving relatives (personal data under Data 
Protection Act 2018). 

 
265 In the case of information about the deceased that is environmental in nature, the 

Environmental Information (Scotland) Regulations (EIRs) will apply. Where 
information about the deceased is subject to the EIRs, public authorities should in 
most cases consider regulation 10(5)(f) as the ‘equivalent’ to section 36 of FOISA. 

 
266 Individual cases will always be decided on the basis of their particular circumstances. 
 
267 Organisations should have processes that address where and how the records of 

deceased persons are stored. Secure storage is vital to ensure that records are 
maintained in good order and are available if required. It is essential that 
organisations put in place processes and procedures to enable the efficient and 
effective retrieval of such records within the timescales specified by legislation. 

 
268 The retention schedule contains specific provision for the retention of records relating 

to deceased individuals, in particular: 
 

• cell/tissue transplantation including donated organs from deceased individuals;  
• for autopsy reports, specimens etc. where the deceased has been the subject of a 

Procurator Fiscal autopsy. 
 
5.11 Employee Records 
 
269 Employee records contain information about a person regarding their employment 

within an organisation. They should hold sufficient information about an employee to 
track their employment history and for decisions to be made about employment 
matters.  

 
270 The primary record for each employee should be held by the organisation’s Human 

Resources department. This record will be created during recruitment processes for 
new employees and should hold personal data about the employee, i.e. name, 
address, demographics and also recruitment records, i.e. right to work checks, 
contract terms and conditions, job description, next of kin details. This record will 
require to be kept up to date for the duration of the person’s employment, in terms of 
changes to home address/next of kin, contract amendments i.e. decrease in hours, 
change of base, recruitment to new post. This record should provide a clear 
employment history with regards to dates of employment, positions held and location 
of base. 
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271 It is common practice within large health care organisations for the line manager to 
hold the main employee record, containing information relating to the day to day 
management of the employee. Where this is the case this information should be 
managed as one record per person for the duration of their career and must be 
stored securely to ensure there is no inappropriate access. The main employee 
record will hold various different documents, including but not limited to: 

 
• Job description and contract; 
• Access forms for systems and property; 
• Training records/certificates for courses attended throughout employment; 
• Absence records i.e. return to work forms, maternity/paternity leave forms; 
• Copies of ‘Fit to Work’ forms – employees should retain the original; 
• Personal development or appraisal paperwork;  
• Occupation health information, including any exposure to asbestos, radiation and 

other chemicals which may cause illness in later life; 
• Work-related injury information, including applications for injury allowance scheme; 
• Risk assessments e.g. Display Screen Equipment assessment; 
• Records of discussions e.g. regarding poor timekeeping. 

 
272 Where records of discussions are created and stored, this should be carried out in 

line with relevant workforce policies and procedures. Staff members should be aware 
of the record and have the opportunity to contribute or review accuracy prior to this 
being added to the record.   

 
273 Some pension information may be held within either the primary or main record; 

however, it is likely that this information will be held within payroll records. This 
information should be retained until the persons 75th birthday or 6 years after the 
termination of contract, whichever is longer. 

 
274 It is recommended that copies* of information relating to training courses completed 

by the employee should be retained within their record for their entire employment 
with the organisation; this is particularly important for statutory, mandatory and 
professional. *The employee may keep the master copy in order that they can share 
these with future employers if required. 

 
275 When an employee moves to a different post within the same organisation, the main 

employee record must be passed to the new line manager in order to ensure the 
continuity of the record. The content of the record should be reviewed prior to transfer 
and consideration given as to whether all information within the record can be 
disclosed to the new manager. The primary employee record held within the Human 
Resources department should be updated to reflect the change in position, line 
manager and base. 

 
276 When an employee leaves the organisation the main employee record should be 

reviewed and transferred to the Human Resources department for inclusion within 
the primary record. Where this is not possible it is advisable that leavers files are 
moved to a secure central repository overseen by the Human Resources department 
and/or those responsible for corporate records management, to be held until the 
destruction date. Organisations may wish to consider whether a sample or subset of 
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information about ‘leavers’ should be collated annually for transfer to a designated 
place of deposit for archival preservation.  

 
277 Organisations should develop local guidance outlining how employee records are 

managed within their organisation, including what they should contain, what format 
they should be held in, where they should be stored, what the file structure and 
naming conventions should be and the security measures which must be put in place 
to prevent in appropriate access.  
 

278 Within Health and Social Care partnerships, there can be instances where a line 
manager and employee are employed by different organisations. The main employee 
record maintained by or on behalf of the line manager remains under the ownership 
of the employee’s employing organisation and should be managed in accordance 
with that organisation’s policies (and, where the employing body is an NHS Board, in 
accordance with this Code of Practice). Where there are a range and variety of 
models currently in use, local arrangements may require to be put in place. These 
arrangements should be agreed in discussions with both organisations Records 
Managers/Data Protection Officers. The access to/sharing of employee records 
should be recognised in local information sharing agreements.  
 

5.11.1 Employee Investigation Records 
 
279 Organisations must ensure that they have adequate written processes in place for 

the management of employee investigation records outlining what they should 
contain, what format they should be held in, where they should be stored, what the 
file structure/naming conventions should be and the security measures which must 
be put in place to prevent inappropriate access. 

 
280 The master copy of the investigation file should be managed by the Human 

Resources department. Copies of these files will be provided to key individuals 
involved in the process. The Human Resources department should clearly be able to 
identify what documents within the record have been provided to key individuals, 
when they were provided, whether they were redacted or not and why they were 
provided. The copies should be held by key individuals in the organisation only until 
the appeal period has lapsed and the investigation is fully concluded. The master 
copy will be retained for the retention period. 

 
281 Where there are multiple employees under investigation for the same incident or 

within the same department, this can be held as one record however each piece of 
documentation within the record, e.g. statements, reports should only refer to one 
member of staff under investigation.  

 
5.11.2 Employee Clinical/Educational Supervision Records 
 
282 The supervisor’s record should ideally be held in a centralised, access controlled 

system. However in the absence of such a system, at present supervisors will also 
require to store these records within their own ‘personal drive’ or ‘OneDrive’. If the 
supervisor leaves the organisation, they must ensure that any issues/concerns are 
raised with the supervisee’s line manager. It may be appropriate in this scenario for 
the supervision records to be passed to a new supervisor or to the line manager for 
the retention period as outlined in the retention schedule. 
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283 The supervisee can store their supervision records within their ‘personal drive’ or 
‘OneDrive’ for as long as they feel is required. This forms part of their own personal 
employment record. 

 
284 Records in relation to line management supervision should be stored by the line 

manager within the staff record and will be retained in line with the retention period 
for the staff record. 

 
5.12 Family Health Records 
 
285 Some therapy services may create family records to create a holistic view of the 

family and their needs. These records are typically assigned to a lead individual with 
pointers to other members of the family records and vice versa (individuals’ records 
pointing to the family record held within the lead individual record). 

 
286 The health care record system is, however, based on individual independent records 

keeping for a number of legal reasons, particular for managing confidentiality and 
disclosures. Special care is therefore required to avoid unauthorised disclosures. 
Extensive redaction and special consent may be required. 

 
287 Depending on the purpose of the family record, it is important the most appropriate 

lead individual is identified, depending on the use to be made of the record, e.g. if it is 
created to inform intervention to a child rather than a parent, the lead should be the 
child. 

 
288 The retention period depends on the use of the family record. If it is mainly to inform 

on a particular patient, e.g. a child (lead individual), the record should be kept 
following rules for children records, unless other conditions apply (e.g. mental health, 
child abuse inquiries etc.). 

 
289 If the record is to be used, for example, for interventions to the wider family, the 

record should be kept in line with the longest retention period applicable. 
 
290 When possible, the record should contain only anonymised data of other members of 

the family. 
 
5.13 Fertility Treatment Records 
 
291 The Human Fertilisation and Embryology Authority (HFEA) Code of Practice 34refers 

to specific retention period as per Direction 001235.  
 
292 Licensed centres must retain a record with information about the patient or donor for 

traceability purposes for a period of at least 30 years from the date on which any 
gametes or embryos were used in treatment or, if not so used, the date on which any 
gametes or embryos were removed from storage. 

 

                                            
34 Human Fertilisation and Embryology Authority Code of Practice (hfea.gov.uk) 
35 Human Fertilisation and Embryology Authority General Direction 0012 Retention of Records (hfea.gov.uk) 

https://portal.hfea.gov.uk/knowledge-base/read-the-code-of-practice/
https://portal.hfea.gov.uk/media/rfebwja0/2022-07-01-general-direction-0012-v4-retention-of-records.pdf
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293 In circumstances where the centre is unable to confirm whether or not that patient 
has given birth to a child as a result of the treatment undertaken at that centre, the 
record must be kept for 50 years. 

 
294 Additional information related to the safety and quality of gametes and embryos must 

be kept for a period of at least 10 years after the use of gametes or embryos in 
treatment. 

 
295 Research projects in this area must keep some minimum details for three years from 

the date the final report of any research project is submitted to the authority (e.g. 
number of embryos created, used, or dispose, results, conclusions etc.). 

 
5.14 General Practitioner Records 
 
296 GP records are the primary record of health care from birth to death. Discharge 

letters and correspondence from other services, e.g. secondary care, must be 
included in the main record. The GP record transfers with the individual as they 
change GP throughout their lifetime.  

 
297 The GP record for an individual must be held for the lifetime of the patient, and ten 

years after death (longer periods may apply in instances of, public inquiries, 
investigations, fatal accident inquiries etc.).  

 
298 Where the patient does not come back to the practice and the records are not 

transferred to a new provider, the record must be retained for 100 years. If the patient 
comes back within 100 years, the retention reverts to 10 years after death or 10 
years after they deregister with the practice. 

 
299 When a patient deregisters with a GP practice the following processes should be 

undertaken dependant on the format of the record: 
 

• The patient’s paper record should be transferred to NHS Scotland Practitioner 
Services who will arrange for the records to be passed to the new GP practice. 

• The patient’s digital record should be copied to the new practice via MedEx. The 
previous practice should ensure the records is passed digitally in its entirety. The 
previous practice should then retain their copy of records for deregistered patients 
for 10 years.  

 
300 When a patient dies, NHS Scotland Practitioner Services will notify the GP Practice 

that the patient is registered with. The practice should retain the record for 10 years 
or longer where further investigations are taking place e.g. medical legal claims, 
investigations, public inquiries etc. Where it is felt that records should be retained for 
research purposes, the records should be transferred to NHS Scotland Practitioner 
Services who will retain records for research purposes. 
 

301 The Primary Care Informatics Group have published a number of guidelines 
concerning the management of GP patient health records; Guidance – Primary Care 
Informatics (scot.nhs.uk). 

 
302 Also see section 3.0 Responsibilities of processors and sub-contractors. 

https://www.scimp.scot.nhs.uk/guidance
https://www.scimp.scot.nhs.uk/guidance
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5.15 Integrated Care Records 
 
303 Integrated or joint care records held by health and social care organisations are 

subject to local governance arrangements. The partner agencies involved must 
consider and agree controller/processor roles, scope and purpose of the records, 
retention schedules, security measures, and work instructions for accessing or 
updating the records etc. The integrated records agreement must identify the legal 
basis for the processing across the Partnership, including any data sharing with 
additional partner agencies. 

 
304 Currently there is no prescribed approach, each public body is responsible for 

maintaining compliance with all relevant legislation, including the regulatory 
framework outlined in section 2.3.  

 
305 Potential usage of integrated records includes: 
 

• online portals with role-based access permissions that can be used by several 
agencies to access the same record/information for different purposes;  

• Anticipatory Care Plans or Integrated Care Records; 
• fully integrated Customer Relationship Management (CRM) systems.  

 
306 Regardless of the approach taken for integrating health and social care records, an 

integrated records agreement should be in place and records management rules 
must be mutually agreed.  

 
307 The NHSS Information Sharing Toolkit should be used wherever NHSS data is 

concerned. 
 
308 Specific work instructions must be documented to support the operational rules for 

managing those records by the integrated teams and/or the corresponding records 
managers. 

 
5.16 Long Term Condition (LTC) Health Records 
 
309 Long Term Conditions records are necessary for continuity of health care. A long 

term condition is a condition which cannot at present be cured but can be controlled 
by medication and therapies. 

 
310 Long term conditions include, but are not limited to: 
 

• Angina 
• Arthritis 
• Asthma 
• Atrial Fibrillation 
• Back Problems 
• Chronic Obstructive Pulmonary 

Disease 
• Coronary heart disease 
• Depression 

• Diabetes 
• Epilepsy 
• Heart Failure 
• Hepatitis  
• Hypertension 
• Inflammatory Bowel Disease 
• Kidney failure 
• Multiple sclerosis 
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311 The primary record of the illness and course of treatment must be kept of a patient 
where the illness may reoccur or is a life long illness. The primary/master health 
record is the GP record. Where the secondary health care record requires to be 
retained, Health Boards should consider putting processes in place to identify records 
for long term conditions through coding or flagging/marking digital and paper records 
to ensure that they are identifiable. 

 
312 This approach is consistent with the direction of NHSS moving towards a more 

shared service model, where the GP record holds the lifetime view of the patient 
health. Many patients with long term conditions may have an episode of care in 
secondary care; the corresponding discharge letters should be kept within the GP 
record.  

 
5.17 MAPPA Records  
 
313 Multi-Agency Public Protection Arrangements (MAPPA) records are created to 

support the arrangements in association with managing the risks of serious harm to 
the public. The Responsible Authorities involved in these arrangements are Police 
Scotland, Local Authorities, NHS Boards and Scottish Prison Service.  

 
314 As per 5.12 of the National Guidance36, the MAPPA Co-ordinator for the relevant 

Local Authority is the Single Point of Contact (SPoC) for all notifications (and 
referrals). The MAPPA Co-ordinator should maintain an accurate record of the 
number of individuals being managed by the Responsible Authorities in their area. 
Where copies of documents relating to individuals managed under MAPPA are 
required which are not readily available on Health systems, a request should be 
made to the local MAPPA Co-ordinator or MAPPA Health Liaison Officer.  

 
315 Within Health Boards, MAPPA records are held separately from the patient’s health 

records, however alerts may be placed on patient health records in relation to 
MAPPA arrangements. Copies of records shared by the MAPPA Coordinator with 
Health Boards, should be stored securely in accordance with their security 
classification and retained for a minimum amount of time. Health boards (with the 
exception of the State Hospital), require to retain master copies of records pertaining 
to the notification to add/remove an alert to a patient record and minutes of internal 
NHS MAPPA meetings. 

 
316 Where the State Hospital is the Lead Authority for a MAPPA case, generally a 

restricted patient, they will require to hold the master copy of MAPPA records 
(notifications, referrals, risk management plan, case review meeting minutes). These 
records should be held in line with the retention periods within the National Guidance 
which states: The nominal record will be retained until the 100th anniversary of the 
individual’s birth. 

 
 
 
 
 

                                            
36 Scottish Government Multi-Agency Public Protection Arrangements National Guidance (gov.scot) 

https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2022/03/scottish-government-multi-agency-public-protection-arrangements-mappa-national-guidance/documents/scottish-government-multi-agency-public-protection-arrangements-mappa-national-guidance/scottish-government-multi-agency-public-protection-arrangements-mappa-national-guidance/govscot%3Adocument/scottish-government-multi-agency-public-protection-arrangements-mappa-national-guidance.pdf
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5.18 Maternity Records  
 
317 Maternity records relating to the health care of a mother and baby during pregnancy, 

labour and the puerperium must be retained to support the health care to be given to 
the woman during her reproductive life, and/or her baby, and any future children. 
Local procedures should be in place which clearly specify particular records to be 
retained AND include detail regarding transfer of records and needs for the final 
collation of the records for storage (where paper records still exist); for example, the 
necessity for inclusion of community midwifery records. The procedure should also 
determine details of the mechanisms for the return, collation, and storage of those 
records, which are held by mothers themselves, during pregnancy and the 
puerperium. 

 
318 Maternity Records should include the following: 
 

• documents recording booking data and pre-pregnancy records where appropriate;  
• documentation recording subsequent antenatal visits and examinations;  
• antenatal inpatient records;  
• clinical test results including ultrasonic scans, alphafeto protein and chorionic villus 

sampling;  
• blood test reports;  
• all intrapartum records to include initial assessment, partograph and associated 

records including cardiotocographs;  
• drug prescription and administration records;  
• postnatal records including documents relating to the health care of mother and 

baby, in both the hospital and community settings. 
 
319 Health Boards require to retain obstetric/maternity records until 25 years after the end 

of the last pregnancy or until the woman reaches the age of 50 due to there being a 
greater occurrence of women giving birth at more spaced periods of time until later in 
life. It is also recognised that maternity records can support the health care of siblings 
especially where genetic conditions were identified. 

 
5.19 Medical Court Reports 
 
320 As part of their professional role, clinicians can be requested to provide a report for 

Court regarding an individual who is going through the criminal justice process. 
Clinicians may be asked to do this as part of their NHS employed role or under a 
private agreement. 

 
321 Court reports should not be stored within the patient’s health record. Equally the 

reports do not require to be stored as part of the organisation’s corporate records as 
the organisation has no justifiable purpose for retaining the information. However, it is 
recognised that clinicians may wish to store a copy of these reports following the 
submission to court, for their own reference purposes, should they be called to court 
regarding their report. Given the sensitivity of the reports it is appropriate for these 
reports to be stored on the clinician’s employer’s digital network in order that they are 
stored securely.  
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322 It is advised that the clinician’s own copies of the reports which they have submitted 
to court should only be retained for the period that the clinician is liable to require to 
reference the report. Where a clinician changes employer, they should ensure that 
any court reports which they continue to require access to are moved to a personal 
repository or their new employer. Any court reports which are no longer required due 
to completion/closure of the court case should be destroyed confidentially. 

 
323 There is no obligation on NHS Boards to retain copies of court reports. Courts hold 

the master version of the report for 25 years following which it is passed to the 
National Records Scotland for permanent preservation. 

 
5.20 Medical Device Records 
 
324 During the course of the delivery of health care, medical devices can be used to 

support assessment, diagnosis, monitoring and treatment.  This could be hardware, 
software, or appliances ranging from sticking plasters to catheters to pace makers. 

 
325 Where a medical device has been implanted in a patient as part of the care, which is 

not removed prior to discharge from a hospital or care setting, Health Boards must 
ensure that records regarding the implantation of the device are retained for the 
lifetime of the patient plus three years after death even if the device is removed. 
Examples of implantable medical devices which may not be removed prior to 
discharge from a hospital or care setting include but are not limited to joint 
replacements (hip/knee), metal pins, pacemakers, intrauterine device, corneal rings. 

 
326 The legislation covering medical devices is the Medicines and Medical Devices Act 

202137 and the UK regulation of medical devices is managed by the Medicines and 
Healthcare products Regulatory Agency (MHRA). 

 
5.21 Meeting Records 
 
327 Meeting records should generally be recognised as vital corporate records. They can 

form part of the organisation’s corporate memory, providing evidence of discussions 
which have taken place at meetings, the outcomes, decisions and actions required in 
order to support its daily function and operations. They can also provide crucial 
information which may be used as evidence for investigatory purposes or can be 
requested under legislation. Meeting records include the agenda, associated papers 
and minute of the meeting. 

 
328 Meeting records are usually produced for established groups or committees as part 

of an accountability framework where the purpose is to achieve a stated objective 
and follow a clear meeting agenda. However, records can also be required for 
unplanned emergency meetings and investigatory meetings. At meetings where the 
outcome of the discussion requires to be recorded, minutes of the meeting should be 
produced in the form of a formal written (typed) minute. It is recognised that audio-
visual recording and transcription technology is evolving; however, this technology 
should not be used in place of the production of a formal written (typed) minutes for 
meetings where these records are required. 

 
                                            
37 Medicines and Medical Devices Act 2021 (legislation.gov.uk) 

https://www.legislation.gov.uk/ukpga/2021/3/enacted
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329 Minutes of meetings are a record that the meeting occurred, and outline the topics 
discussed/actions agreed in meetings. They allow for actions to be tracked, people to 
be held accountable for actions, those not present to be fully appraised of all 
discussion and assist in decision making. They can be used as evidence for legal 
purposes to prove decisions and actions. Minutes of meetings can be of historical 
importance as they record how the organisation functioned and made decisions in 
the past. As the organisation evolves, the minutes of meetings from the past can be 
used as a reference to show how topics were handled and why. Therefore robust 
processes should be put in place to manage this record set appropriately. 

 
5.22 Mental Health Records 
 
330 Mental Health records are where the person has been cared for under the Mental 

Health (Care and Treatment) (Scotland) Act 2003 as amended by the Mental Health 
(Scotland) Act 2015 or where a patient in under the care of mental health services 
within an NHS Board.  

 
331 Records for any person who in under the care of mental health services or has been 

detained under the Mental Health (Care and Treatment) (Scotland) Act 2003, and 
where care is ongoing the record should be kept until the care is complete and 20 
years after last contact or 3 years after death if sooner. Social Services records are 
retained for a longer period. Where there is a joint mental health and social care 
record, the higher of the two retention periods should be adopted. 

 
332 Records which relate to the detention of a person under the Mental Health (Care & 

Treatment) (Scotland) Act 2003 require to be completed by the treating NHS Board. 
Copies of the documentation require to be provided to the Mental Welfare 
Commission at the time of detention and on revoking the detention to afford the 
Mental Welfare Commissioner all facilities necessary for them to discharge their 
functions under the Act, as per Section 17 of the Mental Health (Care and Treatment) 
(Scotland) Act 2003. These records are not stored within the person’s main mental 
health record and there is no ongoing obligation for the treating NHS Board to retain 
this documentation. Records in relation to the detention of a person under the act, 
once provided to the mental Welfare Commission should be retained to the end of 
the year which they relate to plus one year, after which they can be destroyed. 

 
333 Mental health entries added into other records must reference the master mental 

health record and this must not alter the original retention period of the “other” record 
(where the referenced entry has been done). 

 
334 When the records reach the end of their retention period, they must be reviewed and 

not automatically destroyed. Such a review should take into account any serious 
incidents or genetic implications of the patient’s illness. If it is decided to retain the 
records, they should be subject to regular review. 

 
335 In circumstances when records are released to external bodies for review only, the 

relevant data should be provided, depending on the purpose for which the record is 
shared. The justification of the need must be documented, and a note of the sharing 
added to the record. The justification and details of the type of data shared and 
recipients should be notified to the Data Protection Officer or the person responsible 
for the Information Asset Register.  
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5.23 NHS 24 Records 
 
336 The sharing of records between NHS 24 and any organisation which is part of the 

wider NHSS (and partners) should be documented in a corresponding Information 
Sharing Agreement (e.g. National Intra ISA) and suitable work instructions must be 
written at local level as required.  

 
5.24 Occupational Health Records 
 
337 The main occupational health record must be kept separate from the main employee 

record and classified as a health record (whereas the employee record is classified 
as a corporate record). The occupational health record may contain information 
regarding an employee’s physical and mental health symptoms, diagnosis, ongoing 
treatment being received, information related to any injuries sustained within the 
workplace, vaccinations, health surveillance questionnaires, radiation exposure and 
proposed support, onwards referrals and reasonable adjustments which are 
recommended. 

 
338 Occupational health information requires to be shared with a Line Manager in order 

for them to support employees, particularly in terms of making reasonable 
adjustments under the Equality Act 2010.  Consent will be sought from the employee 
prior to sharing this information. Where information/correspondence is provided to a 
Line Manager from the Occupational Health department it must be stored within the 
employee record for the duration of the employee’s career within the organisation.  

 
339 When occupational health records are outsourced, the controller must ensure the 

processor/contractor can retain the records for the duration of the contract between 
the controller/processor and that there is a process for the records to be returned 
back to the organisation upon termination of the controller/processor contract.  A 
process should also be put in place to notify the processor of leavers from the 
controller organisation in order that this can trigger the six-year retention for the 
records of those employees who have terminated their employment. 

 
5.25 Oncology Records 
 
340 Oncology records refer to the master oncology record held by oncology teams with 

regards to surgical or non-surgical treatment, diagnosis, plan construction 
information, radiation dose, three-dimensional dose distribution information, imaging, 
systemic anticancer therapy delivered etc.  

 
341 This Code of Practice also applies to the regional oncology centre record (i.e. 

radiotherapy and chemotherapy).  
 
342 The Royal College of Radiologists state that premature destruction of relevant 

oncology records may result in preventable death, inappropriate subsequent 
treatment, or inadequate response to a patient’s lifetime enquiries. For the purposes 
of health care diagnosis, records of any cancer must be retained in case of future 
reoccurrence. Where the oncology records are in a main health record, the entire file 
must be retained. 
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343 Wherever possible, oncology records should be in a preserved digital format. 
 
344 Oncology records should be reviewed and considered for permanent preservation. 

The review should be undertaken by the patient’s treating clinician or, in their 
absence, the clinical head of radiotherapy services. 

 
345 Any oncology record must be reviewed prior to deletion, taking into account any 

potential long term research value which may require consent or anonymisation of 
the record.  

 
5.26 Patient/Client-Held Health Records 
 
346 This Code of Practice does not refer to personally held records that the subject of 

care keeps and controls, but records that are left with the individual for different 
reasons, e.g. to allow care at home by different health and social care teams, some 
maternity files. 

 
347 In these cases, the record held by the patient/client must have a clear identification 

that it is a patient-held record and that they remain the property of the controller and 
include a return address if they are lost. 

 
348 If these records are the only source of evidence of the treatment or care, they must 

be transferred to the main health or social care record at the end of the treatment that 
originated the need for the record to be held by the patient/client. 

 
349 For records permanently retained by the patient/client, the health and/or social care 

organisation must ensure the data is accurate. The information must be replicated 
into the health and/or social care files. 

 
5.27 Prison, Youth Offenders & Secure Units (Mental) Health Records 
 
350 Prison Health Records. All healthcare records for prisoners should be kept within 

the GP record. When a GP is assigned to a prison service, a summary of the GP 
master record must be transferred to the designated prison GP. Where the sentence 
is for less than six months, episodic records should be treated as hospital episodes 
and a summary transferred to the main GP record at the end of the sentence with a 
discharge letter. The original episodic record is subject to the six years adult rule 
retention unless other conditions apply (e.g. mental health, appraisal of record etc.). 
Where the sentence is for more than six months, the record should be treated as a 
normal GP record and transferred to the main GP record along with a discharge letter 
(could be the original or a new GP if the prisoner has moved or been relocated). 
Where a patient is sent to prison the original GP record must not be destroyed until 
the normal retention periods of GP records have been met. 

 
351 Youth Offending Service Health Records. The health and social care portion of 

these records are subject to this Code of Practice, e.g. for child health records the 
retention period generally follows the 25th birthday unless other criteria apply (e.g. 
mental health, Child Abuse Inquiries, appraisal for permanent retention etc.). 
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352 Secure Unit Mental Health Records. Some institutions that care for offenders are 
categorised as hospitals because the offender is considered a patient and has been 
detained under the Mental Health (Care and Treatment) (Scotland) Act 2003. Such 
health records are classed as mental health records and must be retained for longer 
periods of time and normally in excess of 30 years for purposes of the continuity of 
care or another lawful basis for continued retention. 

 
5.28 Public Health Scotland Records 
 
353 Public Health Scotland is the National Statistics provider for health and social care in 

Scotland. As part of its remit to support the improvement of the health and wellbeing 
of the population of Scotland and address the public health challenges, it engages in 
processing activities which include: 

 
• Collecting/receiving defined data; 
• Analysing data and producing health intelligence which inform the actions 

necessary to address public health challenges in Scotland;  
• Supporting research and curating safe data for controlled and authorised access 

via the national safe haven;  
• Evaluating long term impact of national and local policies; 
• Publishing long term anonymised trend information. 

 
354 The organisation processes this data in the public interest and as per its legal 

obligation under the following laws and regulations: 
 

• Statistics and Registration Service Act 2007;  
• Official Statistics (Scotland) Amendment Order 2019;  
• Code of Practice for Statistics 2022;  
• Public Health Scotland Order 2019;  
• Public Health etc. (Scotland) Act 2008;  
• National Health Service (Scotland) Act 1978;  
• International Health Regulations (2005);  
• UK Focal Point Communications Protocol on Serious Cross-border Threats to 

Health. 
 
355 Public Health Scotland will retain personal data for as long as processing is 

necessary in the public interest to meet its obligations as the national public health 
agency for Scotland. These retention periods will be detailed and justified in Public 
Health Scotland’s relevant data protection impact assessments which support the 
processing and set out its local records management retention policy. 

 
356 Public Health Scotland will impose retention periods on personal data which is no 

longer necessary for processing. Examples include when a bespoke analytical 
project runs for a defined period and comes to an end, when the outputs are 
published as part of its transparency obligations in compliance with the code of 
practice for statistics. The retention periods will be specified in the relevant data 
protection impact assessments. 
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5.29 Public Inquiry Records 
 
357 In the event of an Inquiry being convened under the Inquiries Act 2005 (see section 

2.3.5), organisations should take action to ensure it is able to capture and retain 
records as evidence. Records identified as being of potential relevance to the inquiry 
must not be destroyed or disposed of until there is clear instruction from the inquiry 
team that they are not required.  

 
358 It is recommended that the following steps are undertaken: 
 

• Issue a communication to raise awareness of the Inquiry and requirement to 
identify and protect information and records which may be of relevance; 

• Amend retention schedules/records management policies to highlight the 
requirement to protect relevant documentation from destruction; 

• Undertake a scoping exercise to identify the information and records of relevance, 
where they are stored and the volume; 

• Agree a single point of contact for the collation of evidence; 
• Agree how and where evidence will be stored once collected; 
• Ensure that an accurate inventory of records submitted is held by the organisation 

and maintained. In some instances, the Inquiry Team will also expect an inventory 
to accompany each submission of evidence/statements.  

 
359 Information or records, in the form of statements or evidence, submitted to the Inquiry 

must be retained as part of the Inquiry record permanently and when appropriate 
deposited with the designated permanent place of deposit. 

 
360 Records which were retained beyond their retention period due to the inquiry, 

however, were then deemed not relevant or not used in the proceedings of the 
inquiry can be destroyed one year after the closure of the inquiry. 

 
5.30 Sexual Health Records  
 
361 These records must be treated as particularly sensitive. Current legislation require 

that special confidentiality and unauthorised disclosure controls are in place to 
ensure information about sexually transmitted infections are treated appropriately. 
Special restrictions for sharing this type of information apply, for these reasons it is 
common practice these records are managed separately from the main health record. 

 
5.31 Sexual Offence Examination Records 
 
362 The Forensic Medical Services (Victims of Sexual Offences) (Scotland) Act 2021 

(FMS Act) places a statutory duty on health boards to provide Forensic Medical 
Examination (FME) and healthcare services for victims of sexual offences. Each 
health board has established a Sexual Assault Response Co-ordination Service 
(SARCS). A person can access a SARCS if they report the incident to the police 
within the ‘forensic window’ (seven days), or they can self-refer without first having to 
make a report to the police. Information on the service can be found on the NHS 
website. 

 

https://www.legislation.gov.uk/asp/2021/3/contents/enacted
http://www.nhsinform.scot/sarcs
http://www.nhsinform.scot/sarcs
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363 The Forensic Medical Services (Self-Referral Evidence Retention Period) (Scotland) 
Regulations 2022 sets out specific retention periods for the evidence gathered during 
a FME which can be found detailed within the retention schedule. 

 
364 Section 17 of the FMS Act clarifies that “evidence” does not include information that 

is gathered for a purpose other than to be used for a police investigation or 
subsequent proceedings: for example, information gathered for the purpose of 
determining a person’s healthcare needs following the incident is not considered 
evidence. Records relating to healthcare information gathered at the same time as 
the forensic medical examination, for example the healthcare form and associated 
healthcare records, should be stored, retained and destroyed in line with adult health 
record retention periods. 

 
365 Section 9 of the FMS Act sets out the situation where the offence is reported to the 

police. The appointed police officer will contact the SARCS directly to arrange the 
uplift of evidence, statements and forensic reports and will provide a signed copy of 
the mandate for forensic documentation to the SARCS facility, which will then be 
stored with the health record. The time frame for the Health Board to retain a copy of 
the Sexual Offences Against Adults Forensic Form is five years from the date the 
forensic form is provided to the police (or when a self-referral converts to a police 
referral). This will ensure that clinicians are able to prepare fully for giving evidence in 
court without needing to request a copy of the forensic form from the COPFS. This 
time frame does not impact the 26-month retention period for self-referral evidence 
when no police report is made. 

 
366 Section 8 of the FMS Act sets out the rules for the destruction of evidence and 

associated forensic information. When the record has exceeded its retention period, 
all documentation in relation to the forensic examination (not the health care 
assessment), including photographs and colposcopy images, should be securely 
disposed of within at least five working days of the end of the retention period, to 
ensure consistency in practice across the country. 

 
367 If a person decides that following the examination they will not, at any time, be 

reporting to the police, they can request the health board destroy any evidence 
provided by them at any time before the end of the retention period. A 30-day cooling 
off period will apply to this request and health boards must therefore ensure that 
evidence is destroyed only after the expiry of the 30-day period. The exception is if 
the request is made in the last 30 days of the retention period, in which case any 
evidence must be destroyed as soon as is reasonably practicable after the expiry of 
the retention period (unless the person decides to report the matter to the police 
before the expiry of the retention period). 

 
368 Processes must be put in place by health boards to ensure that all records 

associated with the evidence are retained/destroyed in line with these retention 
periods. A Self-Referral National Protocol has been put in place to support these 
processes. 
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5.32 Specimens and Samples 
 
369 The retention of human material is not in scope of this Code of Practice. The 

metadata or records regarding the sample or specimen are, however, covered by this 
Code of Practice. Relevant professional bodies such as the Human Tissue Authority 
or the Royal College of Pathologists have issued guidance on how long to keep 
human material.  

 
370 As human material is not kept for long periods, this does not mean that the 

information about the specimen or sample should be destroyed at the same time. 
The information about any process involving human material must be kept for 
continuity of health care and legal obligations. The correct place to keep information 
about the patient is within the health record and although pathology reports may be 
retained by the individual pathology departments, a copy must always be included on 
the health record. 

 
371 The General Data Protection Regulation defines genetic data as personal data within 

the special categories; therefore records must be processed according to the special 
categories’ rules. 

 
5.33 Transgender Persons Health Records 
 
372 The Data Collection and Publication Guidance, Sex, Gender Identity and Trans 

Status38, provides the following definitions of sex and gender: 
 

• Biological sex: as determined by a person’s anatomy, which is produced by a 
combination of their chromosomal, hormonal, genital and gonadal characteristics, 
and their interactions. 

• Legal sex: typically legal sex is their sex registered at birth. However, for a person 
with a full Gender Recognition Certificate, their legal sex is their acquired sex. 

• Self-defined sex: a person’s innate sense of whether they are female or male 
• Gender: a social construction relating to a set of norms, roles and relationships 

that is founded in social mores, laws, processes and policies based on labels of 
masculinity and femininity. Gender is time- and culture-specific. 

• Gender identity: a personal, internal perception of oneself, and so the gender 
category someone identifies with may not match their sex registered at birth. What 
an individual experiences as their innate sense of themselves as a man, a woman, 
as having no gender identity, or as having a non-binary gender, where people 
identify as somewhere on a spectrum between man and woman 

• Transgender: anyone whose gender identity differs from their sex registered at 
birth. 
 

373 Transgender patients have rights in having their gender identity recognised and 
recorded in their health records. However, cognisance needs to be taken that this 
may have unintended negative consequence to their overall health, where a name 
and gender identity is recorded which differs from their biological sex at birth, and 

                                            
38 Sex, gender identity, trans status - data collection and publication: guidance (gov.scot) 

https://www.gov.scot/publications/data-collection-publication-guidance-sex-gender-identity-trans-status/
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new health records are not appropriately linked to previous records.39 
 
374 Within a health and social care setting, patients have the right to request to change 

their Male/Female marker on their patient health record without the requirement of a 
Gender Recognition Certificate (GRC) or updated birth certificate. Patients can 
choose to be issued with a new CHI number to reflect their gender identity. Once the 
patient has been issued with a new CHI number, a new record is created which is 
linked to the patient’s previous record, known as the ‘historic’ record. Male/Female 
markers and any demographic information related to the patient’s previous identity 
should be removed from the historic record. Information related to previous 
healthcare provided which would indicate that the person has changed gender, for 
example reference to a breast or genital examination, should remain. Information on 
the requirements for processing a change of record can be accessed via NHS 
National Services Scotland - How to change patient details (nss.nhs.scot). 

 
375 The Gender Recognition Act 200440 allows individuals to change their legal sex by 

obtaining a GRC which allows an updated birth certificate to be issued showing their 
updated legal sex. A patient who does not obtain a GRC retains the legal sex as 
identified on their birth certificate. However, whether or not they have a GRC, 
transgender patients have a range of rights on the basis of their gender reassignment 
under section 7 of the Equality Act 201041 which provides “A person has the 
protected characteristic of gender reassignment if the person is proposing to 
undergo, is undergoing or has undergone a process (or part of a process) for the 
purpose of reassigning the persons’ sex by changing physiological or other attributes 
of sex.”  The Equality Act 2010 does not require a patient to be under medical 
supervision to have this “protected” characteristic. 

 
376 Under section 22 of the Gender Recognition Act 2004 (Gender Recognition Act 2004 

(legislation.gov.uk)) it is a criminal offence for “a person who has acquired protected 
information in an official capacity to disclose the information to any other person”. 
Protected information refers to either a person's application for, or their gender 
identity prior to obtaining, a Gender Recognition Certificate to change their legal sex. 
There are various exceptions specified in section 22 and in Orders under the 
section42 which allow for some protected information to be disclosed. 

 
377 When documenting a patient’s gender identity, it is important that their human rights, 

legal rights and rights to privacy are considered. In some circumstances during the 
provision of health care, it will be important for clinicians to have access to both 
biological sex and gender identity to support the appropriate provision of care and 
treatment, whilst upholding the patient’s rights. Decisions based on, for example test 
results, can differ between those with chromosome XX and those with chromosome 
XY due to physiological and biological differences. Therefore a clinical risk could be 
created if the biological sex is not known and/or accessible via a historic record, as a 
treatment pathway may be required to be based on the patient’s biological sex 

                                            
39 Electronic medical records and the transgender patient: recommendations from the World Professional 
Association for Transgender Health EMR Working Group (nih.gov) 
40 Gender Recognition Act 2004 (legislation.gov.uk) 
41 Equality Act 2010 (legislation.gov.uk) 
42 The Gender Recognition (Disclosure of Information) (Scotland) Order 2005 (legislation.gov.uk) and The 
Gender Recognition (Disclosure of Information) (Scotland) Order 2023 (legislation.gov.uk) 

https://www.nss.nhs.scot/medical-services/patient-registration-and-medical-records/how-to-change-patient-details/
https://www.nss.nhs.scot/medical-services/patient-registration-and-medical-records/how-to-change-patient-details/
https://www.legislation.gov.uk/ukpga/2004/7/section/22
https://www.legislation.gov.uk/ukpga/2004/7/section/22
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3721165/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3721165/
https://www.legislation.gov.uk/ukpga/2004/7/section/22
https://www.legislation.gov.uk/ukpga/2010/15/section/7
https://www.legislation.gov.uk/ssi/2005/125/made
https://www.legislation.gov.uk/ssi/2023/364/made
https://www.legislation.gov.uk/ssi/2023/364/made
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instead of their gender identity. This consideration should be discussed with patients 
who are requesting to amend their health record, most commonly the CHI number. 

 
378 Initiatives are underway across health care to review systems and consider how they 

can be adapted to collect both biological sex and gender identity. When undertaking 
this work, groups should be mindful of the information and further guidance which is 
contained within this section. 

 
379 Further advice can be found on the following links: 

 
• MDDUS - The care of transgender patients by GPs (mddus.com)  
• GMC Ethical Hub - Trans healthcare (gmc-uk.org)   
• Sex, gender identity, trans status - data collection and publication: guidance 

(gov.scot)  
 
5.34 Witness Protection Health Records 
 
380 These records are subject to greater security and confidentiality measures. The right 

to anonymity extends to medical records. A new CHI number is assigned, and a new 
set of health records must be created. 

 
381 Relevant data necessary for continuity of care must be recreated in the new record. If 

transferring data from previous records, special redaction measures must be taken to 
ensure anonymity is guaranteed. 

 
5.35 Records in Specific Formats 
 
5.35.1 Medical Images and Video Recordings  
 
382 During the course of health care, patients will undergo tests and procedures to 

support the diagnosis and treatment of their symptoms and conditions. At times this 
may involve procedures which result in the production of images or recordings. 
Images and recordings will be reviewed by the appropriate clinical staff and in some 
cases a report will be produced detailing the outcome of the review of the 
image/recording and the professional opinion of the clinician with regards to the 
findings, diagnosis, treatment and/or further procedures required.  

 
383 It is acknowledged that the file size of medical images and medical recordings may in 

some cases be significant and the long term storage of these will have an impact on 
storage capacity and costs associated with this. Where a summary/outcome report 
has been created there may not be a requirement for the image/recording to be 
retained for the lifetime of the patient and a further three years after death (or up to 
the age of 25 if the patient died before they were 17) as the image/recording may 
then be able to be viewed as transitory. However, when considering the appropriate 
retention period for large media files used in the course of health care, advice should 
be sought from the organisation’s Health Records Manager to ensure decisions are 
made on a specialty by specialty basis taking into account future care needs, 
retention periods of the associated specialty record, quality control processes and 
potential for future investigations.  

https://www.mddus.com/advice-and-support/advice-library/the-care-of-transgender-patients-by-gps
https://www.gmc-uk.org/professional-standards/ethical-hub/trans-healthcare
https://www.gov.scot/publications/data-collection-publication-guidance-sex-gender-identity-trans-status/
https://www.gov.scot/publications/data-collection-publication-guidance-sex-gender-identity-trans-status/
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5.35.2 Emails  
 
384 Email is a format of information and not all emails will constitute a record. 

Organisations must have an email policy with clear rules for managing, storing, 
deleting, and sending/disclosing emails. Failure to manage emails indicates a 
weakness in records management. Organisations should consider the 
implementation of special training plans and an audit of working practice to identify 
and address poor practice. Refer to The National Archives guidance on emails for 
further details on the management of emails as records and the means of ensuring 
they are captured, managed and stored in the appropriate area so that they are 
accessible and usable to all relevant parts of the organisation.  

 
385 When emails need to be retained, they must be preserved in their entirety, including 

any attachments, to protect their integrity. They should be saved to the correct 
records repository, which will not normally be the email account. Email accounts are 
not recognised as storage repositories for organisational records. 

 
386 Deliberate deletion of emails (or any other information) with the intention of frustrating 

a request for information under the Freedom of Information (Scotland) Act 2002 and 
Data Protection Act 2018 once a request for information has been received (e.g. a 
Freedom of Information request or a Subject Access Request) may be a criminal 
office. Emails also need to be managed securely and in line with relevant policy and 
guidance, for example: UK Government Secure email guidance (gov.uk). 
 

387 Deliberate deletion of emails (or any other information) with the intention of frustrating 
a request for information under the Freedom of Information (Scotland) Act 2002 or a 
subject access request may be a criminal offence under FOISA or the Data 
Protection Act 2018. 

 
388 Where email accounts are portable across organisations, processes must be put in 

place to ensure data is not transferred to the new organisation unless necessary. It is 
poor practice to purge email accounts when individuals transfer to other 
organisations, as some emails may be considered as corporate records, and must be 
kept where necessary.  

 
389 Emails, as with all correspondence, in relation to patient health and social care, must 

be kept within their corresponding health and/or social care record. 
 
5.35.3 Websites and Intranet  
 
390 Websites and intranets are digital means to provide vital information and 

communications to the public and employees, in an organised manner. As published 
information, it is important that website and intranet content is captured and retained 
as part of an organisation’s records and therefore they are subject to this Code of 
Practice. Information published on an organisation’s website may influence the 
behaviour of an individual, who may respond to the content accordingly. It is 
important to capture what information was available from the site at a given moment 
in time and variations (updates) to content published on the website/intranet. 
Websites/intranets must be subject to change management and the history of the 
record must be traceable (what was published at a point in time). Methods to recreate 

https://www.nationalarchives.gov.uk/information-management/manage-information/policy-process/managing-email/
https://www.gov.uk/government/collections/secure-email-guidance
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websites/intranets must be considered (e.g. crawls to be stored) including for 
traceability of dynamic content. 

 
391 The websites of Scottish public authorities who transfer their records to the National 

Records of Scotland (NRS) for permanent preservation, will have their websites 
regularly ‘snapshot’ by the NRS Web Continuity Service and added to the NRS Web 
Archive as part of their deposit arrangements.  

 
392 The National Library of Scotland (NLS) is entitled under the terms of the Legal 

Deposit Libraries Act 2003 to request a copy of all printed items published in the 
United Kingdom. From 6th April 2013, the Legal Deposit Libraries (Non-Print) 
Regulations 2013 extended this to include the right to harvest UK electronic 
publications, including websites. The NLS has a Memorandum of Understanding with 
the Scottish Government to preserve and make accessible, Scottish Government 
websites. This includes websites with a UK domain, e.g. .scot, or .uk. This does not 
cover intranets, email, databases, and anything stored in the cloud or social media. 
This content is archived by the UK Web Archive. Some UK Web Archive website 
content can be accessed via the UK Web Archive (webarchive.org.uk) website but 
secure access to most legal deposit copies is available only from the NLS reading 
rooms in Edinburgh and Glasgow. 

 
393 In exceptional circumstances, public authorities may request the UK Web Archive to 

undertake web crawls and capture on their behalf. An organisation’s designated 
place of deposit may also be able to crawl and capture website content. 

 
394 As Intranets are utilised for communicating information internally to organisations and 

sit behind private IP addresses, the UK Web Archive and the NRS Web Continuity 
Service do not include intranets as part of their web crawl service. It is therefore the 
responsibility of the organisation to ensure that intranet content, or even the entire 
intranet, is subject to the records management process.  

 
395 Organisations should note that a web archive does not negate the need to also 

transfer the original records selected for permanent preservation to a designated 
place of deposit, regardless of whether they are also published on websites. 

 
5.35.4 Social Media  
 
396 When organisations implement social media channels as a means of communication, 

they should put an acceptable use policy in place which also outlines the requirement 
for a risk assessment, process for the registration of the information asset, 
designation of an IAO and the requirement to follow data protection policies.  

 
397 In a health and social care setting, social media is used for circulating information 

regarding the activities of the organisation or providing generic advice to the 
population, rather than as a way of communicating with patients about their direct 
care. Information posted on social media (such as health campaigns, advice on 
where to seek support) will usually be captured elsewhere in an organisation’s 
corporate records function, and where this is the case, there is no value in retaining 
the information held in the social media platform, as it will be a duplication. However 
in instances where it is not captured, appropriate measure should be put in place to 
retain the information in line with the organisation’s retention schedule. If a social 

https://www.webarchive.org.uk/
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media platform is utilised by the organisation and it is possible to export posts, the 
schedule and analytics when required this should be done on a regular basis. Where 
this is not possible organisations should document the activity through transcription 
or periodic storage e.g. snapshot. This is especially pertinent to social media posts 
which could be required as part of an investigation/public inquiry or designated as of 
historical interest for example the coverage of a major incident such as the Covid-19 
pandemic. 
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Annex A: Further Guidance 
 
Further information on legal and professional obligations is available on the following 
websites: 
 

• Scottish Government Information Governance 
 
Regulatory Bodies: 

• National Records of Scotland  
• Information Commissioner’s Office  
• Scottish Information Commissioner’s Office 
• Care Inspectorate 
• General Chiropractic Council 
• General Dental Council 
• General Medical Council 
• General Optical Council 
• General Osteopathic Council 
• General Pharmaceutical Council 
• Health and Care Professions Council 
• Healthcare Improvement Scotland 
• Nursing and Midwifery Council 
• Scottish Social Services Council 

 
Legislation: 

• Access to Health Records Act 1990 
• Data Protection Act 2018 
• Environmental Information (Scotland) Regulations 2004 
• Freedom of Information (Scotland) Act 2002 
• Inquiries Act 2005 
• Network and Information System Regulations 2018 
• Public Records (Scotland) Act 2011 
• Scottish Public Sector Cyber Resilience Framework 
• UK General Data Protection Regulations 

 
Professional Bodies - Health Sector: 

• British Medical Association   
• College of Dentistry 
• NHS Scotland Primary Care Informatics 
• Royal College of General Practitioners  
• Royal College of Midwives 
• Royal College of Nursing  
• Royal College of Obstetricians & Gynaecologists  
• Royal College of Pathologists  
• Royal College of Physicians  
• Royal College of Physicians and Surgeons of Glasgow 
• Royal College of Surgeons of Edinburgh 
• Royal Pharmaceutical Society 
• UK Caldicott Guardian Council 

https://www.informationgovernance.scot.nhs.uk/
https://www.nrscotland.gov.uk/
https://ico.org.uk/
https://www.itspublicknowledge.info/
https://www.careinspectorate.com/
https://www.gcc-uk.org/
https://www.gdc-uk.org/
https://www.gmc-uk.org/
https://optical.org/
https://www.osteopathy.org.uk/home/
https://www.pharmacyregulation.org/
https://www.hcpc-uk.org/
https://www.healthcareimprovementscotland.scot/
https://www.nmc.org.uk/
https://www.sssc.uk.com/
https://www.legislation.gov.uk/ukpga/1990/23/contents
https://www.legislation.gov.uk/ukpga/2018/12
https://www.legislation.gov.uk/ssi/2004/520/contents/made
https://www.legislation.gov.uk/asp/2002/13
https://www.legislation.gov.uk/ukpga/2005/12/contents
https://www.legislation.gov.uk/uksi/2018/506
https://www.legislation.gov.uk/asp/2011/12
https://www.gov.scot/publications/cyber-resilience-framework/
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.bma.org.uk/advice-and-support/ethics#confidentiality-and-health-records
https://cgdent.uk/
https://www.scimp.scot.nhs.uk/
https://www.rcgp.org.uk/
https://www.rcm.org.uk/
https://www.rcn.org.uk/
https://www.rcog.org.uk/
https://www.rcpath.org/
https://www.rcp.ac.uk/
https://rcpsg.ac.uk/
https://www.rcsed.ac.uk/
https://rpharms.com/
https://www.ukcgc.uk/
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Professional Bodies – Social Work Sector: 
• British Association of Social Workers 
• Coalition of Care and Support Providers in Scotland 
• Scottish Association of Social Work 
• Social Work Scotland 

 
Professional Bodies – Records Management Sector: 

• Archives and Records Association  
• Federation for Informatics Professionals  
• Information and Records Management Society 
• Professional Records Standards Body 
• Scottish Council on Archives 
• The Institute of Health Records and Information Management  

 
International and British Standards: 

• ISO8601 - Date and Time Format 
• ISO13008 - Digital records conversion and migration process 
• ISO15489 - Records management 
• ISO16175 - Processes and functional requirements for software for managing 

records 
• ISO17068 - Trusted third party repository for digital records 
• ISO18128 - Risk assessment for records processes and systems 
• ISO21965 - Records management in enterprise architecture 
• ISO23081 - Metadata for records 
• ISO22428 - Managing records in cloud computing environments 
• ISO26122 - Work process analysis for records 
• ISO30301 - Management systems for records - Requirements 
• ISO30302 - Management systems for records - Guidelines for implementation 
• BS10008 - Evidential weight and legal admissibility of electronic information 
• BS10010 - Information classification, marking and handling 
• BS10025 - Management of Records. Code of Practice 
• BS15713 - Secure Destruction of Confidential Material  
• ISO/IEC 27000 - Information security overview and vocabulary 
• ISO/IEC 27001 - Information security management system requirements 
• ISO/IEC 27002 - Code of Practice for Information Security controls 
• ISO/IEC 27017 - Information security controls for cloud services 
• ISO/IEC 27031 - Information security controls on business continuity 

 

https://new.basw.co.uk/
https://www.ccpscotland.org/
https://new.basw.co.uk/about-basw/social-work-around-uk/scottish-association-social-work
https://socialworkscotland.org/
https://www.archives.org.uk/
https://www.fedip.org/
https://irms.org.uk/
https://theprsb.org/
https://www.scottisharchives.org.uk/resources/scarrs/
https://www.ihrim.co.uk/
https://www.iso.org/iso-8601-date-and-time-format.html
https://www.iso.org/standard/75569.html
https://committee.iso.org/sites/tc46sc11/home/projects/published/iso-15489-records-management.html
https://www.iso.org/standard/74293.html
https://www.iso.org/standard/74293.html
https://www.iso.org/standard/66760.html
https://www.iso.org/standard/85321.html
https://www.iso.org/standard/72312.html
https://committee.iso.org/sites/tc46sc11/home/projects/published/iso-23081-metadata-for-records.html
https://www.iso.org/standard/73173.html
https://www.iso.org/standard/43391.html
https://www.iso.org/standard/74292.html
https://www.iso.org/standard/81595.html
https://www.bsigroup.com/en-IN/bs-10008/
https://knowledge.bsigroup.com/products/information-classification-marking-and-handling-specification?version=standard
https://knowledge.bsigroup.com/products/management-of-records-code-of-practice?version=standard
https://knowledge.bsigroup.com/products/secure-destruction-of-confidential-and-sensitive-material-code-of-practice?version=tracked
https://www.iso.org/standard/73906.html
https://shop.bsigroup.com/ProductDetail?pid=000000000030347472
https://shop.bsigroup.com/ProductDetail?pid=000000000030347481
https://www.iso.org/standard/43757.html
https://www.iso.org/standard/44374.html
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Annex B: Record Retention Schedule  
For NHS Boards and organisations contracted to work and / or managing records on their behalf 

 
Section Directory: 

 

1.0 Patient Health Records 
1.1 Digital Patient Health Records 
1.2 Core Records in Paper Format 
1.3 Specialty Records in Paper Format 
 

2.0 Clinical Records 
2.1 Births, Deaths, and Adoption 
2.2 Clinical Trials and Research 
2.3 Prevention 
2.4 Pathology 
2.5 Patient / Clinical Management 
2.6 Public Protection 
 

3.0 Communication Records 
3.1 Engagement 
3.2 Media 
3.3 Services 
 

4.0 Governance Records 
4.1 Clinical 
4.2 Corporate 
4.3 Equality & Diversity 
4.4 Incident, Risk, Health & Safety Management 
4.5 Information 
4.6 Quality Assurance 
4.7 Strategy & Planning 

 

5.0 Estates and Facilities Records 
5.1 Facilities Management 
5.2 Maintenance & Equipment 
5.3 Property and Land Management 
5.4 Property Transactions 
5.5 Security 
5.6 Waste Management 
 

6.0 Financial Management Records 
6.1 Financial Provisions 
6.2 Financial Transactions 
6.3 Fraud Prevention and Management 
6.4 Payroll 
6.5 Procurement 
6.6 Taxation 
 

7.0 Workforce Management Records 
7.1 Learning & Development 
7.2 Management of Employees 
7.3 Occupational Health 
7.4 Recruitment 
 

8.0 Digital System Records 
8.1 System Development  
8.2 System Management 
8.3 System Security 

 
 
The baseline retention schedule for Local Authorities and organisations working on their behalf to deliver social care services can be 
accessed via this link: https://www.scottisharchives.org.uk/resources/scarrs/  

https://www.scottisharchives.org.uk/resources/scarrs/
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

1 Patient Health Records    
1.1 Digital    
1.1.1 Adult secondary care health record  Date of death 3 years - See section 5.2 and 5.35.1 for further information. 

- This retention period is applicable to patient health record systems used 
within NHS secondary care services, including most specialty services. 

1.1.2 Childrens secondary care health record  Date of birth 25 years* - See section 5.6 and 5.35.1 for further information. 
- Retention period applies whether the child is living or deceased and there 

in no ongoing care.  
- *Where there is ongoing care at the age of 16 the record should transition 

into an adult record in its entirety. This retention period is applicable to all 
patient health record systems used within NHS secondary care services, 
including specialty services. 

1.1.3 Patient primary care (GP) health record Date of death 10 years - See section 5.14 for further information. 
- The child record should evolve into the adult record. In cases where the 

person dies before their 17th birthday, the record should be held until they 
would turn 25. 

- This should be treated as the Master patient record (including armed forces 
and prisoners). Where the patient does not come back to the practice and 
the records are not transferred to a new provider, the record must be 
retained for 100 years. If the patient comes back within 100 years, the 
retention reverts to 10 years after death.  

- The same retention applies to digital and paper records. 
- Digital records of patients who are living and have transferred to a new 

practice should be retained for 10 years after the date they deregistered.  
1.1.4 Creutzfeldt–Jakob disease (CJD) record Date of creation Permanent - Record should be preserved in long term storage until a cure is identified 
1.1.5 Maternity record  Date of end of last 

pregnancy 
25 years or 
when woman 
reaches age 
50 

- See section 5.18 for further information. 
- Includes consultant record, midwifery record, antennal / postnatal records 

and covers acute and community.  
- Use whichever results in the longest retention. Greater occurrence of 

women giving birth at more spaced periods of time until later in life. 
1.1.6 Sexual Assault Forensic Medical 

Examination record (Sexual Offences 
Against Adults Forensic Form) 

Date of forensic 
medical 
examination 
or 
Date of police 
report 

26 months 
 
 
 
Transfer to 
police 

- See Section 5.31 for further information. 
- This retention period does not relate to the health care assessment forms / 

record created at the time of examination. 
- If during the 26 months retention period, a police report is made, then the 

original form will be transferred to the police. 
- If the person requests that the health board destroys the evidence and 

associated evidence records, a 30 day cooling off period should be applied 
before carrying out the destruction. Destruction applies to paper & digital 
records (e.g. forensic records held on national clinical IT system, Cellma), 
and other associated forensic evidence (photos, colposcopy images, etc).  
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

1.1.7 Sexual Assault Forensic Medical 
Examination record (Sexual Offences 
Against Adults Forensic Form) (copy) 

Date forensic 
medical 
examination record 
passed to the 
police 

5 years  - See Section 5.31 for further information.  
- The retention of a copy of this form will ensure that clinicians have access 

to the appropriate information to enable them to prepare fully for giving 
evidence in court without requiring to request a copy of such form from the 
Crown Office and Procurator Fiscal Service. 
 

1.2 Core – paper format    
1.2.1 Adult health record  Date of last entry 

or  
Date of death 

6 years  
 
3 years 

- See section 5.2 for further information. 
- Use whichever retention period is earlier.  
- Refer to GP Records when applicable and for notes on prisoners’ records 

being transferred to GP files. 
- This does not cover the records listed under ‘specialty’. 

1.2.2 Childrens health record Date of birth 25 years - See section 5.6 for further information. 
- Retention period applies whether the child is living or deceased and there is 

no ongoing care.  
- Where there is ongoing care at the age of 16 the record should transition 

into an adult record in its entirety.  
1.2.3 GP patient health record Date of death 10 years - See section 5.14 for further information. 

- The child record should evolve into the adult record. In cases where the 
person dies before their 17th birthday, the record should be held until they 
would turn 25. 

- This should be treated as the Master patient record (including armed forces 
and prisoners). Where the patient does not come back to the practice and 
the records are not transferred to a new provider, the record must be 
retained for 100 years. If the patient comes back within 100 years, the 
retention reverts to 3 years after death.  

- The same retention applies to digital and paper records. 
- Paper records should transfer to the new GP Practice in their entirety.  

1.2.4 Adult Integrated health and social care 
record 

 Retain in 
accordance 
with the 
timescales 
agreed by the 
partners in the 
Integrated 
Records 
Agreement. 
Where this is 
not in place, 
hold for the 

- See section 5.15 for further information. 
- In cases where a record is held jointly by health professionals and by social 

care professionals the record should be retained for the longest period for 
that type of record, i.e. if social care / work has a longer retention period 
than health, then the record should be kept for the longer period.  

- The SCARRS is the standard retention schedule use by Local Authorities 
which includes a range of timescales for different types of Social Care 
Records. The SCARRS and the retention schedule within this CoP should 
be used to develop local retention schedules for Health and Social Care 
Partnerships. The Integrated Records Agreement should include details of 
the retention schedules/disposal arrangements for the relevant partners. 
For example, an Integrated Mental Health Case File where statutory 
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

longest 
retention 
period 
amongst 
legislation 
applicable to 
the individual 
partners in the 
partnership. 
 

measures were taken (includes Social Circumstances Report under the 
Mental Health (Care and Treatment) (Scotland) Act 2003) might be: 
Destroy 10 years after last action, or 5 years after death of adult. 

1.3 Specialty – paper format    
1.3.1 Creutzfeldt–Jakob disease (CJD) record Date of creation Permanent - Record should be preserved in long term storage until a cure is identified. 
1.3.2 Dental record  Date of last contact 

or  
Date of death  

10 years 
 
3 years 

- This covers community, hospital, maxillofacial and orthodontic records and 
includes. 

- The child dental record should evolve into the adult dental record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
1.3.3 Fertility Treatment record Date of treatment 

or date gametes or 
embryos were 
removed from 
storage 

30 years - See section 5.13 for further information. 
- This is the full record containing all information, in scenarios where 

gametes or embryos were used in treatment or, if not used, the date on 
which any gametes or embryos were removed from storage. 

1.3.4 Fertility Treatment record relating to 
safety and quality of gametes and 
embryos 

Date of treatment 
or date gametes or 
embryos were 
removed from 
storage 

10 years - See section 5.13 for further information. 

1.3.5 Fertility Treatment record where outcome 
of treatment is unknown 

Date of treatment 50 years - See section 5.13 for further information. 

1.3.6 Fertility Treatment research report Date final report 
submitted to the 
Authority 

3 years - See section 5.13 for further information. 

1.3.7 Genetic record Date of last contact 30 years   
1.3.8 Learning Disability record  Date of death 3 years - The child record should evolve into the adult record.  

- In cases where the person dies before their 17th birthday, the record 
should be held until they would turn 25. 

1.3.9 Long Term Conditions record Date of death 3 years* - See section 5.16 for further information. 
- The child record should evolve into the adult record.  
- *In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

1.3.10 Maternity record  Date of end of last 
pregnancy 

25 years or 
when woman 
reaches age 
50 

- See section 5.18 for further information. 
- Includes consultant record, midwifery record, antennal / postnatal, abortion 

records and covers acute and community.  
- Use whichever period results in the longest retention due to greater 

occurrence of women giving birth at more spaced periods of time until later 
in life. 

1.3.11 Medical Device record Date of death 3 years - See section 5.20 for further information. 
- Covers all medical devices implemented within a person and not removed 

prior to discharge from hospital, including but not limited to pacemaker, 
metal pins, contraception, corneal ring, joint replacements.  

- The child record should evolve into the adult record. 
- The record of implant and follow up care should be retained for the lifetime 

of the patient and three years after death. In cases where the person dies 
before their 17th birthday, the record should be held until they would turn 
25. 

1.3.12 Mental Health Detention record End of year 1 year  
1.3.13 Mental Health record Date of last contact 

or  
Date of death 

20 years  
 
3 years 

- See section 5.22 for further information. 
- See section 5.7 for clinical psychology records. 
- The child record should evolve into the adult record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
1.3.14 NHS 24 schedule care service record Date of contact 7 years - See section 5.23 for further information. 
1.3.15 NHS 24 web chat interaction record Date of chat Up to 15 days - See section 5.23 for further information. 

- Retention periods for the web chat interaction record will vary depending on 
the specific service. The individual retention period for each service will be 
specified in the Board specific Retention Schedule. 

1.3.16 NHS 24 webchat interaction record with 
police involvement 

Date of chat 6 months - See section 5.23 for further information. 

1.3.17 Oncology record Date of last contact 
or  
Date of death  

30 years 
 
3 years  

- See section 5.25 for further information. 
- Includes Macmillan patient record – community and acute. 
- The child record should evolve into the adult record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
1.3.18 Ophthalmic / Orthoptic record Date of death 3 years - Records require to be held for the lifetime of the patient due to vision being 

a deteriorating condition. 
- The child record should evolve into the adult record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
1.3.19 Screening record Date of screening 10 years - Applicable to all screening records as well as breast screening xrays.  
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

1.3.20 Sexual Assault Forensic Medical 
Examination record (Sexual Offences 
Against Adults Forensic Form) 

Date of forensic 
medical 
examination 
or  
Date of police 
report 

26 months 
 
 
 
Transfer to 
police 

- See Section 5.31 for further information. 
- This retention period does not relate to the health care assessment forms / 

record created at the time of examination. 
- If during the 26 months retention period, a police report is made, then the 

original form will be transferred to the police. 
- If the person requests that the health board destroys the evidence and 

associated evidence records, a 30 day cooling off period should be applied 
before carrying out the destruction. Destruction applies to paper & digital 
records (e.g. forensic records held on national clinical IT system, Cellma), 
and other associated forensic evidence (photos, colposcopy images, etc).  

1.3.21 Sexual Assault Forensic Medical 
Examination record (Sexual Offences 
Against Adults Forensic Form) (copy) 

Date forensic 
medical 
examination record 
passed to the 
police 

5 years  - See Section 5.31 for further information.  
- The retention of a copy of this form will ensure that clinicians have access 

to the appropriate information to enable them to prepare fully for giving 
evidence in court without requiring to request a copy of such form from the 
Crown Office and Procurator Fiscal Service. 

1.3.22 Sexual Health record  Date of death  3 years - See section 5.30 for further information. 
- Covers Contraception, sexual health, family planning and GU Medicine. 
- The child record should evolve into the adult record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
1.3.23 Smoking Cessation record Closure of 12 week 

quit period 
6 years   

1.3.24 Transplant record – Donor  Date of 
transplantation  

30 years  - Human Tissue (Scotland) Act 2006 and Human Tissue (Authorisation) 
(Scotland) Act 2019. 

- Records that relate to investigations or storage of specimens relevant to 
organ, tissue, cell transplantation should be kept for 10 years. 

1.3.25 Transplantation record – Recipient  Date of death 3 years - Human Tissue (Scotland) Act 2006 and Human Tissue (Authorisation) 
(Scotland) Act 2019. Records that relate to investigations or storage of 
specimens relevant to organ, tissue or cell transplantation should be kept 
for 10 years. 

- The child record should evolve into the adult record.  
- In cases where the person dies before their 17th birthday, the record 

should be held until they would turn 25. 
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

2 Clinical Records    
2.1 Births, Deaths, and Adoption    
2.1.1 Birth Notification to Child Health Date of receipt  25 years  - Treat as a part of the child’s health record if not already stored within health 

record such as the health visiting record. 
2.1.2 Death Certificate counterfoil Date of creation 2 years - NHS Scotland is moving to all death certification via eMCCD. 
2.1.3 Local Authority Adoption record   - Normally held by the local authority children’s services. Refer to Scottish 

Council on Archives Records Retention Schedules. 
2.1.4 NHS Medicals for Adoption record  See core 

record rules  
- See section 5.1 for further information. 
- Retain according to core record rules e.g. adult / childrens health record. 

 
2.2 Clinical Trials and Research    
2.2.1 Advanced Medical Therapy Research 

Master File 
Date of closure of 
research 

30 years  - See guidance at: MHRA Advanced therapy medicinal products: regulation 
and licensing in Great Britain (gov.uk) 

- Consider transfer to the designated place of deposit. 
2.2.2 Authorised Clinical Trials Master File  Date of closure of 

trial 
25 years  - For trials authorised under the European portal under Regulation (EU) No 

536/2014 
- See guidance at: EU Regulation 536/2014 clinical trials on medicinal 

products for human use  (europa.eu) 
- Consider transfer to the designated place of deposit. 

2.2.3 Clinical, Pharmaceutical or Research trial 
files 

End of research or 
clinical trial 

25 years or as 
specified by 
trial sponsor 

- See guidance at: NHS Health Research Authority Good Clinical Practice 
(hra.nhs.uk) 

- Clinical or pharmaceutical trials included in regulatory submissions (and 
comply with ICH GCP E6). Files must be retained for at least 2 years 
following marketing approval of the product in the country where it has been 
approved, however, the EU regulation specifies. 

- The Sponsor (often a pharmaceutical company) is responsible for retaining 
the Trial Master File documentation and for stipulating the retention period, 
however, each site investigator (Hospital or clinical team) involved in the 
research, also needs to retain its records for the length of time specified by 
the Sponsor. 

- The records of any patients who have participated in the trials will also need 
to be retained for the time specified by the Sponsor. 

2.2.4 European Commission marketing and 
sale authorisation certificate / letter  

Date of closure of 
trial 

15 years  - Authorisation to enable marketing and sale within the EU member states 
area  

- Review and consider transfer to the designated place of deposit. 
2.2.5 Research and development findings by 

Board Staff (scientific, technological and 
medical) 

Date of creation Consider 
findings and 
reports for 
archival 
preservation 

- Supporting records should be retained in line with the appropriate clinical, 
pharmaceutical, laboratory or other research standards, as set out by 
funding and professional bodies. 

- Consider for transfer to the designated place of deposit. 
 

https://www.gov.uk/guidance/advanced-therapy-medicinal-products-regulation-and-licensing
https://www.gov.uk/guidance/advanced-therapy-medicinal-products-regulation-and-licensing
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.158.01.0001.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.158.01.0001.01.ENG
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/good-clinical-practice/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/good-clinical-practice/
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Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

2.2.6 Research data set   - As approved by Public Benefit and Privacy Panel on research application  
- Review and consider transfer to the designated place of deposit. 

2.2.7 Research Documentation (non-clinical / 
Board commissioned research) 

End of research / 
trial 

7 years  - Master file documentation for research and clinical trials that are not used 
for regulatory submissions (usually non-clinical or local). Includes 
commissioning, funding, assessments, reporting, findings, data. 

2.2.8 Research Ethics Committee’s 
documentation for research proposal 

End of research 
 

5 years  - For further guidance please see: NHS Health Research Authority 
Governance arrangements for Research Ethics Committees (hra.nhs.uk) 

- Data must be held for sufficient time to allow any questions about the 
research to be answered. Depending on the type of research the data may 
not need to be kept once the purpose has expired. For example, data used 
for passing an academic exam may be destroyed once the exam has been 
passed and there is no further academic need to hold the data. For more 
significant research, the designated place of deposit may be interested in 
holding the research. It is best practice to consider this at the outset of 
research, orphaned personal data can inadvertently cause a data breach. 

- Consider for transfer to the designated place of deposit. 
2.2.9 Research Ethics Committee’s minutes 

and papers 
End of year to 
which they relate 

20 years  - Committee papers must be transferred to the designated place of deposit 
as a public record: NHS Health Research Authority Governance 
arrangements for Research Ethics Committees (hra.nhs.uk) 
 

2.3 Pathology    
2.3.1 Body Release Form Date of creation 2 years  
2.3.2 Disposal of Fetal Tissue record Date of pregnancy 

loss 
30 years  - SGHD/CMO(2012)7 

2.3.3 Forensic medicine record Date of last entry 30 years - Records relating to examination of patients who have been injured by or 
who have died because of external or unnatural causes. 

- See 1.1.6 and 1.1.7 - Sexual Assault Forensic Medical Examination 
Record. 

- The record can include pathology, toxicology, haematology, dentistry, DNA 
testing, post mortems, information on human tissue stored. 

- The exception is for post mortem records which form part of the Procurator 
Fiscal's report, where approval should be sought from the PF for a copy of 
the report to be incorporated in the patient's notes, which should then be 
kept in line with the specialty, and then reviewed.  

- In cases where criminal proceedings are anticipated documentation is not 
normally entered in to the patient records and all information recorded eg 
hand written, drawings, photographs, digital must be declared and must be 
available to all involved throughout the lifetime of the case, including 
appeals and other re-investigations. 

 

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/governance-arrangement-research-ethics-committees/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/governance-arrangement-research-ethics-committees/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/governance-arrangement-research-ethics-committees/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/governance-arrangement-research-ethics-committees/
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2.3.4 Human Tissue record Date of sample 30 years - Within the meaning of the Human Tissue (Scotland Act 2006) – see 
Forensic Medicine.  

- For post mortem records which from part of the Procurator Fiscal’s report, 
approval should be sought from the Procurator Fiscal for a copy of the 
report to be incorporated in the patient’s notes, which should then be kept 
in line with the specialty, and then reviewed.  

- Donated cadaveric tissues are taken and stored for tissue transplants in 
line with appropriate donor / family approvals being received. 

2.3.5 Mortuary record of deceased Date of last entry 10 years  
2.3.6 Mortuary Register Date of creation Permanent - Recommend transfer to the designated place of deposit after two years. 
2.3.7 Post Mortem record Date of creation 30 years - For post mortem records which from part of the Procurator Fiscal’s report, 

approval should be sought from the Procurator Fiscal for a copy of the 
report to be incorporated in the patient’s notes, which should then be kept 
in line with the specialty, and then reviewed.  

2.3.8 Screening record Date of creation 10 years  - Including cervical screening, information where no cancer / illness detected 
is detected. 

 
2.4 Patient / Clinical Management    
2.4.1 A&E register (paper) End of year to 

which it relates 
8 years   

2.4.2 Admission book (paper) Date of last entry 8 years  - Where registers of all the births that have taken place in a particular 
hospital / birth centre exist, these will have archival value and should be 
retained for 25 years and transferred to the designated place of deposit at 
the end of this retention period. 

2.4.3 Blood bank register Date of last entry 30 years  
2.4.4 Clinical diary End of year to 

which they relate  
2 years - It is not good practice record personal data in diaries. Patient relevant 

information should be transferred to the patient record. 
2.4.5 Discharge book (paper) Date of last entry 8 years  - Where registers of all the births that have taken place in a particular 

hospital / birth centre exist, these will have archival value and should be 
retained for 25 years and transferred to the designated place of deposit at 
the end of this retention period. 

2.4.6 Operating theatre register End of year to 
which they relate 

8 years  - Consult with the organisation’s designated place of deposit about potential 
transfer for archival preservation. 

2.4.7 Out-patient list (paper) End of year to 
which they relate 

2 years   

2.4.8 Patient activity data Date superseded 3 years  
2.4.9 Summary bed statistics Date of creation Permanent  
2.4.10 Waiting list monitoring report Date superseded 6 years  
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2.4.11 Ward Birth Register Date of last entry 2 years - Where registers of all the births that have taken place in a particular 
hospital / birth centre exist, these will have archival value and should be 
retained for 25 years and transferred to the designated place of deposit at 
the end of this retention period. 

2.4.12 Ward register End of year to 
which they relate 

2 years   

2.4.13 X-ray register (paper) Date of last entry 30 years  
 

2.5 Prevention    
2.5.1 Hospital acquired infection record Date of last entry 6 years  
2.5.2 Medical Surveillance health record Date of last entry 50 years  

Or age 75 
- Use which ever results in the longer retention. 

2.5.3 Notifiable disease book Date of last entry 6 years - Consider for appraisal for archival preservation. 
2.5.4 Vaccination record Date of death 3 years - Where the vaccination has been provided by the NHS this should be stored 

within the GP record or within a vaccination record system. 
 

2.6 Public Protection    
2.6.1 Adult Support & Protection Date of last entry  

Date of death 
6 years  
3 years 

- Includes referral, risk assessment, care planning. Held as part of Adult 
Health Record. 

2.6.2 Child Protection  Date of birth 25 years - Includes Interagency Referral Discussion (IRD), Child Protection 
Supervision, Advice and Support. Held as part of Child Health Record. 

- Consider Scottish Child Abuse Inquiry requirements. 
2.6.3 Child Protection Register - Adult Date of last entry  

Date of death 
6 years  
3 years 

 

2.6.4 Child Protection Register - Child Date of birth 25 years   
2.6.5 MAPPA Alert Removal of alert 6 years - Records should be kept regarding: 

 Instruction for the alert to be added to the record 
 Confirmation that the alert had been added 
 Instruction for the alert to be removed from the record 
 Confirmation that the alert had been removed. 

2.6.6 MAPPA Case Review / Meeting record Date of meeting  6 years - The local MAPPA Co-ordinator will retain the master copies of MAPPA 
records and associated case review / meeting records.  

2.6.7 Missing Family Alert Date of alert 3 months   
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3 Communications Records    
3.1 Engagement    
3.1.1 Campaign End of campaign 3 years - Relates to campaign workings i.e., adverts / documents / artwork / final 

outputs. 
- Consider transfer to the designated place of deposit. 

3.1.2 Consultation Response End of consultation 3 years - Responses to external consultations. 
3.1.3 Customer Engagement data  Date of publication 5 years - Including statistics, trends, staff surveys and customer satisfaction data. 

 
3.2 Media    
3.2.1 Internal communications (significant) Release date 6 years - This refers to information circulated to all staff which is deemed by the 

author as significant. This does not cover all internal emails. Retention 
should be by the author / sender. 

3.2.2 Media relations record  Date of publication / 
release date 

5 years - Final outputs.  
- Consider for transfer to the designated place of deposit. 

3.2.3 Photograph, Video and Film (Corporate 
and Publicity)  

Date of publication 
or last use 

Minor - 10 
years 
 
Significant - 
Permanent 

- Consideration should be given to not retaining ‘media related’ personally 
identifiable photographs for significant periods of time.  

- Photograph, video and film which would be considered of historical 
significance should be kept permanently.  

- Consider for transfer to the designated place of deposit. 
3.2.4 Press cutting Date of publication Minor - 5 years 

Significant - 
Permanent 

- Press cuttings which would be considered of significance would be 
considered for transfer to the designated place of deposit. If utilise a 
commercial electronic cuttings service, this record type will not need to be 
retained. 

3.2.5 Press release  Release date 6 years - Press releases may form a significant part of the public record of an 
organisation which may need to be retained. 

- Consider for transfer to the designated place of deposit. 
3.2.6 Publication – major  Date published Permanent - Covers both paper and digital publications. Retain one set of records only – 

copies to be destroyed once business use concluded. 
- Consider for transfer to the designated place of deposit. 

3.2.7 Website/s, Intranet, Social Media Date of creation 6 years - See section 5.35.3 for more information. 
- Consider for web-archiving (for example the web-archiving service provided 

by NRS). 
 

3.3 Services    
3.3.1 Conference / Event Administration  End of Conference 1 year - Includes proceedings, routine paperwork, attendance and presentations. 

- Organisations may wish to retain for longer for its own business purposes. 
- Significant national conference papers should be considered transfer to the 

designated place of deposit. 
3.3.2 Corporate Identity and Branding  Superseded Permanent - Consider transfer to the designated place of deposit. 
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4 Governance Records    
4.1 Clinical    
4.1.1 Admission, transfer and treatment of 

patients – policy file 
Superseded Permanent - Consider for transfer to the designated place of deposit. 

4.1.2 Clinical audit Completion of audit 5 years  
4.1.3 Clinical protocol Once superseded  25 years  
4.1.4 Clinical quality improvement project file  End of year which it 

relates to 
 

10 years  

4.2 Corporate    
4.2.1 Board and Sub-Committees Meeting 

minutes and papers 
Date of creation Permanent - See section 5.21 for further information. 

- Main committees and sub-committees of NHS Boards and special Health 
Boards and other meetings of significance for legal, administrative or 
historical reasons. 

- Consider for transfer to the designated place of deposit. 
4.2.2 Board Arrangements  Date of creation Permanent - Documents describing terms of foundation / establishment and winding-up.  

- Consider for transfer to the designated place of deposit. 
4.2.3 Board Arrangements legally administered 

by NHS organisations – other documents 
End of financial 
year 

6 years  

4.2.4 Board History or their predecessor 
organisations 

Date of creation Permanent - Consider for transfer to the designated place of deposit. 

4.2.5 Board Meeting (closed sessions) Date of creation Permanent - Consider for transfer to the designated place of deposit. 
4.2.6 Chief Executive record Date of creation 20 years - Review based on content. Emails and correspondence containing 

significant information / decisions should be retained and transferred to an 
appropriate archival facility if they are considered of archival interest. 

- Ephemeral communication saying "thanks" etc which should not be 
retained for 20 years. 

4.2.7 CNORIS Investigation File Closure of file 10 years - CNORIS - Clinical Negligence and Other Risk Scheme Risk Management 
and Insurance - the activity associated with the management of clinical 
negligence scheme. 

4.2.8 Complaint case file without litigation 
(adult) 

Closure of 
complaint 

7 years - The complaint is not closed until all subsequent process have ceased. The 
file must not be kept on the patient file. A separate file must always be 
maintained. 

4.2.9 Complaint case file without litigation 
(child) 

Closure of 
complaint 

Until child is 
19 or 7 years 
after closure of 
complaint 
whichever is 
later 

- The complaint is not closed until all subsequent process have ceased. The 
file must not be kept on the patient file. A separate file must always be 
maintained. 
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4.2.10 History of hospitals Date of creation Permanent - Consider for transfer to the designated place of deposit. 
4.2.11 Hospital service file Date of creation Permanent - Consider for transfer to the designated place of deposit. 
4.2.12 Insurance policy documentation / 

certificate of insurance 
Date all obligations 
and entitlements 
concluded 

Permanent - Employers’ liability insurance (CNORIS). 
- Prescription and Limitations (Scotland) Act 1973 and 1984. 
- Consider for transfer to the designated place of deposit. 

4.2.13 Legal Case File (CLO) Closure of file 10 years - Covers property, contracts and employment legal advice files. 
- For contracts the retention is 6 years after expiry of the contract or 10 years 

after closure of file whichever is the latest. 
4.2.14 Legal Enquiry Closure of file 5 years -  The Law Society of Scotland 
4.2.15 Litigation file / record (adult) Date case settled 

or dropped 
10 years  

4.2.16 Litigation file / record (child) Date case settled 
or dropped 

Until child is 
19 or 10 years 
after case 
settled or 
dropped, 
whichever is 
later 

- The Prescription and Limitation (Scotland) Act 1973 s17(3) and Aged of 
Legal Capacity (Scotland) Act 1991 s1 provide that in the case of injury 
suffered by a child time does not begin to run until they attain legal capacity 
which is 16. 16 years + 3 years limitation. 

4.2.17 Medico-Legal Request Date of production 
of copy or provision 
of access 

6 years - Relates to legal requests for gaining access to or a copy of health records 
via: 
 Court Requests 
 Procurator Fiscal requests 
 Solicitor requests under mandate. 

- For Data Subject Access Requests see 4.5.7 and 4.5.8. 
4.2.18 Meeting papers and minutes Date of creation 6 years - See 5.21 for further information. 

- Non board & board sub-committees (those not listed in the scheme of 
delegation). Covers departmental / team business meetings. 

4.2.19 NHS Circulars – Master Set Date of creation Permanent - Consider for transfer to the designated place of deposit. 
4.2.20 Public Inquiry record When included as 

being relevant to 
Inquiry 

Permanent  - Records collated to support Public Inquiry proceedings that include reports, 
(the final published version, draft / preliminary report), correspondence, 
legal guidance / instruction, restriction notices and rulings, all documents 
submitted to the Inquiry, establishment of Inquiry and litigation records. 

- National Archives guidance on retention schedule for the records of 
inquiries. 

4.2.21 Register of interests Register entry date 6 years  
4.2.22 Register of Seals Date of creation Permanent - Register of documents to which the Board's seal has been affixed, in 

accordance with the decisions made by CEO / Directors.  
- Consider for transfer to the designated place of deposit. 

4.2.23 Whistleblowing record Closure of 
investigation 

7 years - Review and investigation of Whistleblowing Concerns, in line with National 
Whistleblowing Standards. 
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4.3 Equality & Diversity    
4.3.1 Equality & Diversity Action Plan  Superseded  4 years  - Including for example British Sign Language action plan.  

- Equality Act 2010 
4.3.2 Equality & Diversity Investigation File Date of termination 6 years  
4.3.3 Equality & Diversity Monitoring Report Superseded  4 years  - Including Protected characteristic report, from staff and patient perspective.  

- Equality Act 2010 
4.3.4 Language translation service record End of year 3 years  

 
4.4 Incident, Risk, Health & Safety    
4.4.1 Accident / Incident / Adverse Event 

Report (Category II & III) 
Closure of 
investigation 

10 years - 
Adult 
19th Birthday - 
Child 

- Includes final report, action plan and investigation documentation. 
- It may also include information in relation to the organisational duty of 

candour where this process has been triggered. 
- Prescription and Limitation (Scotland) Act 1973 
- See 4.4.4, 4.4.8 and 4.4.9 for incidents concerning RIDDOR and / or 

COSHH. 
4.4.2 Accident / Incident / Significant Adverse 

Event Report (Category I) (Adult & Child) 
Closure of 
investigation 

Permanent - Includes final report, action plan and investigation documentation. 
- It may also include information in relation to the organisational duty of 

candour where this process has been triggered. 
- Consider for transfer to the designated place of deposit. 

4.4.3 Asbestos  Completion of 
monitoring or test 

40 years - Includes: Asbestos Register, Equipment Monitoring, Testing and Record of 
Maintenance. 

- Where there are ongoing investigations and claims, the Health Board 
should retain the information until these are concluded. 

- Control of Asbestos at Work Regulations 2012. 
4.4.4 Control of Substances Hazardous to 

Health Regulation (COSHH) record 
Date of last action 40 years - Includes audit form, COSHH Documentation, Safety Risk Data, Risk 

Assessment, Control Measures. 
- Control of Substances Hazardous to Health Regulations 2002 

4.4.5 HAV (hand, arm, vibration) logs  Date of termination 6 years  - Relates to ground maintenance machinery, for Health & Safety 
requirements.  

- Should be stored within individual’s employee record. 
4.4.6 Health & Safety record,  Date of last action 10 years - For documentation not related to COSHH. 

- Includes audit forms, safety risk data sheets, risk assessments and control 
measures. 

4.4.7 National Safety Alert Date of creation Permanent - Covers Drug Alerts, Estates & Facilities Alerts, Safety Action Notices etc. 
Includes Alert and record of department response. 

4.4.8 Reporting of Injuries, Disease and 
Dangerous Occurrences Regulations 
2013 (RIDDOR) including Accident 
Register - Adult 

Closure of incident / 
Date of last entry 
on register 

10 years  - Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 
2013 
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4.4.9 Reporting of Injuries, Disease and 
Dangerous Occurrences Regulations 
2013 (RIDDOR) including Accident 
Register - Child 

Date of birth of 
child 

19 years - Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 
2013  

4.4.10 Risk Register  Date risk removed 
from register 
 

5 years - Consider for transfer to the designated place of deposit. 

4.5 Information    
4.5.1 Copyright / Patent / trademarks / 

intellectual property 
Lifetime of patent or 
licence  

6 years  - Records pertaining to the property of the NHS Board or a staff member 
employed by them at the point of creating the property. 

4.5.2 Data Breach Investigation Case Files Closure of 
investigation 

5 years - If the files are part of an adverse event record, they should be retained 
based on their category rating (I, II or III). 

4.5.3 Data Processing Agreement End of contract 5 years  
4.5.4 Data Protection Impact Assessments End of lifetime of 

the system / 
process / procedure 

5 years  

4.5.5 Data Protection Privacy Notice Superseded 5 years  
4.5.6 Data Sharing Agreements Date sharing 

ceases 
5 years  

4.5.7 Data Subject Access Request  Closure of request 3 years - Includes disclosure correspondence. 
- Where redactions have been made it is important to keep a copy of the 

redacted disclosed documents or if that is not practical to keep a summary 
of the redactions. 

4.5.8 Data Subject Access Request appeal Closure of appeal 6 years - This file should include the original request file. 
4.5.9 Freedom of Information (FOI) / 

Environmental Information Regulations 
(EIR) requests and responses files 

End of calendar 
year 

3 years - Where redactions have been made it is important to keep a copy of the 
redacted disclosed documents or if that is not practical to keep a summary 
of the redactions. 

4.5.10 Freedom of Information (FOI) / 
Environmental Information Regulations 
(EIR) requests appeal file 

Closure of appeal 6 years - This file should include the original request file. 

4.5.11 Freedom of Information (FOI) Publication 
Scheme 

Superseded 5 years  

4.5.12 Information Asset Register Date of creation Permanent   
4.5.13 Record Retention Schedule Superseded Permanent - UK National Archives guidance on Information Management Records. 

- Consider for transfer to the designated place of deposit. 
4.5.14 Record Destruction Register / Disposal 

Certificate 
Creation of register 
entry / certificate 

Permanent - UK National Archives guidance on Information Management Records.  
- Records of destruction of corporate and health records contained in this 

retention schedule, including digital records, Metadata, destruction stubs, 
records of clinical information held on destroyed physical media. 

- Consider for transfer to the designated place of deposit. 
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4.5.15 Record Management Plan  Superseded 5 years - This should include the plan, supporting evidence and progress update 
review reports. 

4.5.16 Record of Processing Activity Date of creation Permanent  
 

4.6 Quality Assurance    
4.6.1 Audit record (non-clinical) End of statutory 

audit 
3 years  - Original documents, management letters, reports.  

- A longer period may be required for investigate purposes. 
4.6.2 Internal Audit Report (non-clinical) End of statutory 

audit 
3 years  

4.6.3 Quality Assurance record (non-clinical)  End of year which it 
relates to 

10 years - Also see 4.1.2 for Clinical Audits. 

4.6.4 Quality Improvement record (non-clinical)  End of year which it 
relates to 

10 years - Also see 4.1.2 for Clinical Audits. 

4.6.5 Quality Management System & 
Accreditation 

Date of 
accreditation 

8 years - Includes for example QMS within Decontamination, Pharmacy, 
Laboratories.  

- ISO 13485, ISO 9001 
 

4.7 Strategy and Planning    
4.7.1 Activity Monitoring report Date agreement 

ended 
6 years  

4.7.2 Business Continuity Plan Date superseded 5 years  
4.7.3 Business Plan Superseded 10 years - Consider for transfer to the designated place of deposit depending on 

significance. 
4.7.4 Strategic Plan Superseded Permanent - Includes: Corporate Plans, Area Health Plans, Area Operational Plans, 

Local Development Plans, Mobilisation and Remobilisation Plan, Winter 
Plans.  

- Consider for transfer to the designated place of deposit. 
4.7.5 Demographic and epidemiological 

database  
Date superseded 20 years - In accordance with general policies of NHS National Services Scotland 

Information Services, and any specific terms and conditions imposed by 
them in relation to particular data sets. 

- Anonymised survey data may be retained indefinitely if data quality and 
potential for future reuse justifies cost of migration / regeneration to new 
formats and platforms. 

4.7.6 Epidemiological survey Completion of 
survey 

30 years  

4.7.7 Nursing homes regulation record Date of creation Permanent - Pre 1 April 2002: registration documents and building plans. The regulation 
of care services was taken over by the Care Commission on 1 April 2002. 

- Consider for transfer to the designated place of deposit. 
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4.7.8 Policy, guidance and operating procedure  Superseded Permanent - This would cover all Board policies, regardless of the originating 
department.  

- Consider for transfer to the designated place of deposit. 
 

4.7.9 Service development report End of financial 
year 

6 years  

4.7.10 Service Planning (projects under 
£400,000) 

Completion / 
abandonment of 
project 

6 years - For property / building projects – see 5 Estates and Facilities.  

4.7.11 Service Planning (projects over 
£400,000) 

Completion / 
abandonment of 
project 

Permanent - For property / building projects – see 5 Estates and Facilities.  
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5 Estates and Facilities Records    
5.1 Facilities Management    
5.1.1 Catering - Dietary requirements Date of creation 2 years - Including allergies, cultural and religious requirements, special diets 

(documentation specific to patients, may also be held as part of patient 
record). 

5.1.2 Catering - Food Safety and food hygiene 
record 

Date of creation 3 years - Record that task has been completed.  
- Includes all temperature sheets. 

5.1.3 Room Booking record Date of check-out 1 year - Includes meeting room booking, desk bookings and overnight 
accommodation booking. 
 

5.2 Maintenance & Equipment    
5.2.1 Cleaning schedule (clinical areas) End of financial 

year 
3 years - Wards, A&E Trolleys, Rapid Response, Renal Chairs, Ward & Sanitary 

Areas. Held as evidence during audit / inspection. 
5.2.2 Cleaning schedule (non-clinical areas) Date of creation 3 months - Additional Touch Surfaces, Public Toilets, Rapid Response, CSU, DSR, 

Windows. Held as evidence during audit / inspection. 
5.2.3 Equipment – decontamination record Date of 

decontamination 
25 years  

5.2.4 Equipment Inventories (non-current) of 
items having an operational lifetime of 
less than 5 years 

End of financial 
year 

2 years   

5.2.5 Equipment Manuals – operating policy 
and procedure 

End of lifetime of 
equipment  

2 years   

5.2.6 Equipment monitoring / testing and 
maintenance record 

End of lifetime of 
installation 

2 years  - Monitoring, Testing, Inventory, Operating Procedure / Policy. Manual - 
lifetime of equipment / machinery the manual refers to.  

- Should be retained permanently if there is any measurable risk of a liability. 
5.2.7 Flushing record (Legionella and other 

pathogens) 
End of financial 
year 

5 years  - Flushing of all outlets in unoccupied areas and little-used outlets and high 
risk areas including NNU, ITU, Oncology and Renal Dialysis Unit.  

- Legionnaire' disease: the control of legionella bacteria in water systems. 
Approved Code of Practice L8. 4th ed. 2013. 

5.2.8 Gritting Log End of financial 
year 

2 years   

5.2.9 Maintenance request record  End of financial 
year referred to 

2 years  - Covers paper log books and digital systems / databases. 

5.2.10 Pest Control record End of contract 5 years - Records of call outs and activity, evidence during audit / inspection / 
investigation. 
 
 
 
 



Records Management Code of Practice for Health and Social Care v4.0 

    
96 

Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

5.3 Property and Land Management    
5.3.1 Building Project File (£400,000 and over) Date of creation Permanent - Including abandoned or deferred projects. 

- Consider for transfer to the designated place of deposit. 
5.3.2 Building Project File (under £400,000) Completion / 

abandonment of 
project 

6 years  

5.3.3 Building record  Lifetime of the 
building or disposal 
of asset 

6 years - Papers relating to occupation, plans and records of major building works.  
- Building plans and records of work are potentially of historical interest.  
- Consider for transfer to the designated place of deposit. 

5.3.4 Capital charges data End of 5 year 
evaluation term 

3 years   

5.3.5 Contaminated Land record Date of creation Permanent - Consider for transfer to the designated place of deposit. 
5.3.6 Custody and transfer of keys record Date key returned 2 years  
5.3.7 Environmental Information (e.g., 

Environmental reports) 
Date of creation Permanent - Consider for transfer to the designated place of deposit. 

5.3.8 Green Code Date of creation Permanent - Consider for transfer to the designated place of deposit. 
5.3.9 Property performance record Date of creation Permanent - Consider for transfer to the designated place of deposit. 
5.3.10 Property strategy Date of creation Permanent - Consider for transfer to the designated place of deposit. 
5.3.11 Site Maps Date of creation Permanent - Duplicate site maps are not covered by the requirement to be retained 

permanently e.g. copies held by CLO. 
- Consider for transfer to the designated place of deposit. 

5.3.12 Sustainability record End of financial 
year 
 

6 years  

5.4 Property Transactions    
5.4.1 Property and Land lease contract / 

agreement 
Date contract 
ended 

6 years - Including non-sealed (property) on termination. 

5.4.2 Property and Land purchase and sale 
record – completed 

Date of creation Permanent - Dossiers which include maps, surveys, registers etc.  
- Consider for transfer to the designated place of deposit. 

5.4.3 Property and Land purchase and sale 
record – negotiations not completed 

Date negotiations 
concluded or 
abandoned 

6 years  

5.4.4 Property and Land terrier Date of creation Permanent - NHS premises site information.  
- Consider for transfer to the designated place of deposit. 

5.4.5 Property decommissioning record Date of 
decommissioning  

6 years - Evidential record, including clearance checklist and images. 
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5.4.6 Property development record Date of creation Permanent - Inclusive of major projects abandoned or deferred. Includes land, building 
and engineering construction key records (including final accounts, 
surveys, site plans, bills of quantities, PFI / PPP records) planning 
permission and all formal contract documents (including executed 
agreements, conditions of contract, specification, “as built” record drawings 
and documents on the appointment and conditions of engagement of 
private buildings and engineering consultants). 

- Consider for transfer to the designated place of deposit. 
5.4.7 Property management system Date of creation Permanent - Consider for transfer to the designated place of deposit. 
5.4.8 Property title deed Date of ownership 

of property 
Date of 
disposal of 
property 

- Title deeds are retained while the property is under the ownership of the 
NHS but on disposal, the relevant title deeds are required to be transferred 
to the purchaser. 

- Where property is not disposed of but title deeds become of no continuing 
legal relevance (eg the building is demolished but the land is retained by 
the Boards and used for another purpose). These records should be 
considered for transfer to the designated place of deposit. 

- Of note that all documents which are recorded in the Register of Sasines or 
registered in the Land Register are also held in the permanent records of 
Registers of Scotland. 

 
5.5 Security    
5.5.1 Building Security record Date of creation  Permanent  - Papers relating to security management of site. 
5.5.2 ID Request Form Date of creation 3 months    
5.5.3 Lost Property Form & Receipt Closure of 

investigation 
6 months   

5.5.4 Patient Property Record Date of discharge  1 years - For any incidents / investigations.  
5.5.5 Pharmacy Alarm Log   Permanent - For any incidents / investigations.  
5.5.6 Security Cash Seal Date of creation 3 months    
5.5.7 Security Tag for new equipment Lifetime of 

equipment 
2 years    

5.5.8 Surveillance Investigation Record Closure of 
investigation 

5 years    

5.5.9 Surveillance record  See ICO Code 
of Practice 

- Includes CCTV, body worn cameras, vehicle dash cams. The length of the 
retention must be determined by the purposes for which the video 
Surveillance has been deployed. The recorded images will only be retained 
long enough for any incident to come to light (e.g. for a theft to be noticed) 
and the incident to be investigated. 

5.5.10 Visitor Information  Date of visit 2 years - Covers sign in / out books.  
- Required for Fire Regulations. 
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5.6 Waste Management    
5.6.1 Duty of Care Inspection Reports Date of creation Permanent, or 

for life of 
external 
contract 

- Consider for transfer to the designated place of deposit. 

5.6.2 SEPA Registration, Licence and Consent Date of receipt Permanent - Consider for transfer to the designated place of deposit. 
5.6.3 Waste Consignment Note – Controlled 

wastes such as clinical / healthcare and 
household / domestic 

End of financial 
year 

2 years  

5.6.4 Waste Consignment Note – Special / 
Hazardous / Radioactive Wastes 
 

End of financial 
year 

3 years  
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6 Financial Management Records    
6.1 Financial Provisions    
6.1.1 Accounts – final annual master copies End of financial 

year 
Permanent - Consider for transfer to the designated place of deposit. 

6.1.2 Accounts – working papers  Completion of 
statutory audit 

3 years - Cost Books, working records, minor records, advice notes. 

6.1.3 Benefactions  End of financial 
year 

8 years - Endowments, legacies gifts etc. received by the health board. 
- Consider for transfer to the designated place of deposit. 

6.1.4 Budgeting – including budget monitoring 
report 

End of financial 
year 

3 years  

6.1.5 Contract sealed or unsealed End of contract 7 years  
6.1.6 Financial Audit (external) Completion of 

statutory audit 
3 years - Records relating to external audits including original documents, 

management letters, value for money (VFM) reports and system / final 
accounts memorandum). 

- A longer period may be required for investigate purposes. 
6.1.7 Financial plan, estimates recovery plan End of financial 

year 
6 years  

6.1.8 Funding data End of financial 
year 

6 years  

6.1.9 Indemnity Form End of financial 
year after the 
indemnity has 
lapsed 

6 years  

6.1.10 Ledger Balances End of financial 
year 

6 years  

6.1.11 Mortgage document Date of creation Permanent - Consider for transfer to the designated place of deposit. 
6.1.12 Register of gifts and hospitality  Register entry date 6 years - Gifts received by individual members of staff. 

 
6.2 Financial Transactions    
6.2.1 Asset register and lease register Date of creation  Permanent  
6.2.2 Audit report for shared services provided 

by other NHS Boards 
Completion of audit 3 years  

6.2.3 Bank Statement End of financial 
year 

3 years  

6.2.4 Cash book / sheet End of financial 
year 

6 years  

6.2.5 Claim for losses record Date claim settled / 
resolved 
 

6 years  



Records Management Code of Practice for Health and Social Care v4.0 

    
100 

Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

6.2.6 Creditor payment record End of financial 
year 

6 years  

6.2.7 Debtor’s record  Date debt 
discharged 

6 years - Covers cleared and un-cleared.  
- Prescription and Limitation (Scotland) Act 1973 
- CLO Debt Recovery cases is 5 years after closure of file. 

6.2.8 Demand Note End of financial 
year 

6 years  

6.2.9 Expense Claim record End of financial 
year 

6 years - Includes relocation expenses.  
- Taxes Management Act 1970 
- Keeping VAT Records HMRC Reference Notice 700/21 (October 2013) 

6.2.10 GP loan applications & other related 
paperwork 

Date of application  Permanent  

6.2.11 Income and expenditure sheets and 
journals 

End of financial 
year 

3 years  

6.2.12 Invoices End of financial 
year 

6 years - Covers invoices payable (creditors), invoices receivable (debtors) and 
capital paid invoices. 

6.2.13 IR35 declarations & assessments End of financial 
year 

6 years  

6.2.14 Non-exchequer funds End of financial 
year 

6 years  

6.2.15 Overseas Visitor Form Date debt 
discharged 

6 years - Includes information gathered by Health Records Services, letters and 
invoices. 

6.2.16 Patient’s funds record End of financial 
year  

6 years  

6.2.17 Payments to FHS contractors sent to 
NHS National Services Scotland by NHS 
Boards to process on their behalf 

End of financial 
year 

3 years   

6.2.18 Purchasing authorisation limits Superseded 1 year  
6.2.19 Receipt End of financial 

year 
 

3 years - Includes cheques bearing printed receipts. 

6.3 Fraud Prevention and Management    
6.3.1 Fraud Case File Completion of court 

proceedings / 
disciplinary process 

6 years - Includes, inquiries involving fraud / other irregularities. Where action is in 
prospect or has been commenced, consult with legal representatives and 
NHS Counter Fraud Services and keep in accordance with advice provided. 

- Taxes Management Act 1970 
- Prescription and Limitation (Scotland) Act 1973 

6.3.2 Fraud Report End of financial 
year 
 

6 years - Includes both internal reporting and reporting to Counter Fraud Services. 
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6.4 Payroll    
6.4.1 Pay as You Earn (PAYE) record End of financial 

year 
3 years  

6.4.2 Salary / Wage Record End of current tax 
year 

10 years - For superannuation purposes organisations should retain such records until 
the subject reaches pensionable age. 

6.4.3 Statutory Pay Scheme record End of current tax 
year 

3 years - Covers maternity, paternity and sick pay schemes.  
- The Statutory Maternity Pay (General) Regulations S.I 1986/1960 as 

amended by SI 2005 No.989.  
- Statutory Sick Pay (General) Regulations S.I 1982/894 

6.4.4 Substitute for Return (SFR)  End of financial 
year 

6 years  

6.4.5 Superannuation record Termination of 
employment  

75th Birthday 
of Employee 
 

- Includes accounts – registers and forms. 

6.5 Procurement    
6.5.1 Approved suppliers list Superseded 11 years  
6.5.2 Contract management file  End of contract 5 years - Includes: contract award letters and agreements, post- tender negotiations, 

service level agreements, compliance reports, performance reports, 
variations to contracts (revisions, extensions). 

- Prescription and Limitations (Scotland) Act 1973 c.52 and 1984 c.45 
6.5.3 Contract to deliver core NHS services Date of contract Permanent - Consider for transfer to the designated place of deposit. 

- Core NHS services = GP / Dentist / Optometry / Community Pharmacy.  
6.5.4 Indents End of financial 

year 
2 years  

6.5.5 Medical equipment specification record  Date of purchase Permanent - For major items purchased.  
- Consider for transfer to the designated place of deposit. 

6.5.6 Products liability record Lifetime of Product 11 years  
6.5.7 Purchase order End of financial 

year 
6 years - Includes goods received notes.  

- Keeping VAT records HMRC Reference: Notice 700/21 (October 2013) 
6.5.8 Register of contracts Expiration / 

conclusion of 
contract 

Remove - Procurement Reform (Scotland) Act 2014. Section 35.  
- The statutory requirement is that register entries for contracts cannot be 

deleted until contract expires or is terminated. The authority may choose to 
keep the entries for a longer period for historical purposes. 

6.5.9 Stock control report Date of creation 2 years  
6.5.10 Stores record – major  Date of creation 6 years - Ledgers etc. 
6.5.11 Stores record – minor  Date of creation 2 years - Requisitions, issue notes, transfer vouchers, goods received books etc. 
6.5.12 Supplier details change record Date change 

requested. 
3 years - Records regarding change of bank details & associated supporting 

evidence. 
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6.5.13 Supplies record – minor (invitations to 
tender and inadmissible tenders, routine 
papers relating to catering and demands 
for furniture, equipment, stationery and 
other supplies) 

Date of creation 2 years  

6.5.14 Tender evaluation, negotiation and 
notification record (successful) 

End of contract 5 years - Prescription and Limitations (Scotland) Act 1973 c.52 and 1984 c.45 

6.5.15 Tender evaluation, negotiation and 
notification record (unsuccessful) 
 

Award of tender 5 years  

6.6 Taxation    
6.6.1 Tax Form End of financial 

year 
6 years  

6.6.2 VAT record End of financial 
year 

6 years - In some instances, a shorter period may be allowed, but agreement must 
be obtained from HM Revenue and Customs. 
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7 Workforce Management Records    
7.1 Learning & Development    
7.1.1 Appraisal record Date of termination 6 years - Personal development appraisal and development reviewed (PDRs). 
7.1.2 Training Course attendance record Date of course 5 years - Individual’s attendance at courses should be noted within staff records.  

- Applies to lists of all staff who attended. 
- This is not applicable to mandatory and statutory training. 

7.1.3 Training Course evaluation Date of course 3 years  
7.1.4 Employee Training record Date of termination 6 years - See section 5.11 
7.1.5 Employee Training record – Nurses Completion of 

training 
30 years  - Applies only to Nurse Training carried out in hospital-based nurse training 

schools. 
7.1.6 Training programmes materials and 

resources 
Superseded  3 years - Includes: description of course, dates training held, publicity, presentations, 

handouts, user guides. 
 

7.2 Management of Employees    
7.2.1 Disciplinary – first and final written 

warning 
Date of termination 6 years - Although the sanction is spent after 12 months, the information relating to 

the written warning requires to be kept. It forms part of the employee’s 
record which is held for the duration of employment and 6 years after. 

7.2.2 Disciplinary – letter of dismissal Date of dismissal 10 years - Where action is in prospect or has been commenced, consult with legal 
representatives and keep in accordance with advice provided. 

7.2.3 Disciplinary – record of action taken Date of termination 6 years - Includes: Details of rules breached; Employee’s defence or mitigation; 
Action taken and reasons for it; Details of appeal and any subsequent 
developments The Employment Act 2002 deals with dispute resolution but 
does not give time limits for record retention. 

- Where action is in prospect or has been commenced, consult with legal 
representatives and keep in accordance with advice provided. 

7.2.4 Duty Roster / timesheet End of financial 
year 

6 years  

7.2.5 GP Fit Note Date of termination  6 years - Suggest copy is held in staff file however staff member retains the original. 
7.2.6 Grievance record Date of termination 6 years  
7.2.7 Industrial relation record Closure of 

investigation 
Permanent - Not routine – including tribunal case records.  

- Consider for transfer to the designated place of deposit. 
7.2.8 Referral to Professional Body  Date of termination 6 years - Covers all professional bodies including GMC / NMC / AHPF.  

- Consider retaining records for longer if investigation has not yet been 
concluded by professional body. 

7.2.9 Employee record Date of termination 6 years - See section 5.11 for further information. 
- Includes: personnel files, letters of application and appointment, 

confirmation of qualifications, contracts, joining forms, references and 
related correspondence, termination forms, leave cards / information.  

7.2.10 Supervision record – line management Date of termination 6 years - These should be stored within the employee record. 
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7.2.11 Supervision record – practice / clinical / 
educational 

End of supervision 
contract 

3 years - See section 5.11.2 for further information. 
- The organisation’s record should be stored by the supervisor, a copy can 

be held by the employee for as long as they feel is required. 
7.2.12 Volunteer / Contractor / Agency / Bank 

Staff record  
Date of termination 6 years - See section 5.11 for further information. 

- Treat as employee record. 
- Includes: personnel files, letters of application and appointment, 

confirmation of qualifications, contracts, joining forms, references and 
related correspondence, termination forms. 

7.2.13 Work force placement record Date of termination 6 years - Includes students, school work experience, government placement 
initiatives. 

7.2.14 Work Schedule Report (routine & adhoc) Date of creation 1 year  
 

7.3 Occupational Health    
7.3.1 Health promotion record –(staff) End of promotion 10 years - Core papers and visual materials relating to major initiatives.  

- Consider for transfer to the designated place of deposit. 
7.3.2 Occupational Health Report Date of termination 6 years - See section 5.24 for further information. 

- Occupational Health Records must be kept separate from the main staff 
record. 

7.3.3 Personal exposure of an identifiable 
employee monitoring record 

Date of exposure 40 years  - The Ionising Radiations Regulations 2017 

7.3.4 Spiritual Care record End of year to 
which they relate 

2 years  

7.4 Recruitment    
7.4.1 Applications for employment – 

unsuccessful applicants 
Date of recruitment 1 year - This includes paperwork for those who were invited to and participated in 

an interview. 
7.4.2 Disclosure Scotland certificate Date on which 

recruitment or other 
decisions have 
been taken. 

90 days - 90 days after the date on which recruitment or other relevant decisions 
have been taken. 

- Certification number and disclosure level can be retained as a summary 
record. 

7.4.3 Recruitment advert Date of advert 1 year - For jobs where unusual patterns of progression are advertised, it is 
recommended the job advert paperwork is kept for the length of the 
progression period plus 6 years if a complaint exists. 

7.4.4 Right to work checks documentation – 
successful candidates 

Date of termination 6 years - This includes photocopies of passports, birth or adoption certificates, 
immigration status documents (visa). 

- These should be stored securely within the primary employee record stored 
within the Human Resources department.  

- Required for duration of employment as per Home Office guidance. 
7.4.5 Right to work checks documentation – 

unsuccessful candidates 
Date of recruitment 3 months - This includes photocopies of passports, birth or adoption certificates, 

immigration status documents (visa). 
- These should be stored securely for a maximum of three months. 
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8 Digital System Records    
8.1 System Development    
8.1.1 Digital Development record Decommissioning 

of system 
5 years - Development, post-implementation development changes to an ICT system  

- Consider for transfer to the designated place of deposit 
8.2 System Management    
8.2.1 Data sets for reporting and longitudinal 

studies 
End of data 
collection 

Keep under 
review 

- Includes datasets transferred to data warehouse and used for reporting 
purposes (to Board, NHSS or SG) and for longitudinal studies.  

- Keep under review for continued value which can be justified, with 
consideration of storage costs and carbon footprint.  

- Fully anonymised datasets may be retained long term.  
- Data sets containing personal data (including pseudonymised data) must 

only be retained as long as necessary for the purposes they were collected 
for, unless they have been selected for permanent preservation in an 
archive. 

- For data sets which have enduring value consider transfer to permanent 
place of deposit or Data Archive (e.g., Data Loch). 

8.2.2 Fault Investigation record Closure of 
investigation 

3 years - Investigation of faults reported by users of an ICT system, and action taken 
to rectify problems. 

8.2.3 Hardware Asset Register Return of 
equipment 

5 years - Register of removal / return of mobile ICT systems hardware and software 
from / to Board premises. 

8.2.4 Hardware Disposal log  Disposal of 
equipment 

5 years - Disposal log of arrangements for the sanitisation and disposal of 
institutional ICT equipment. 

8.2.5 Management of data record End of current year 1 year - Management of data in an ICT system, including the operation of routine 
data backup, archiving and deletion routines. 

8.2.6 Routine testing / monitoring record End of current year 1 year - Routine monitoring and testing of an ICT system, and action taken to rectify 
problems and optimise performance. 

8.2.7 Software Licence Maintenance record Expiry / 
Termination of 
licence 

5 years - Maintenance of the software s) for an ICT system.  
- Prescription and Limitations (Scotland) Act, 1973 and 1984 

8.2.8 System Management record Decommissioning 
of system 

5 years - Management of an ICT system – system file (including handover 
documents, user guides, system support, technical and knowledge base 
documentation). 

8.2.9 System Audit Log End of current year 2 years - Routine audit logs of all activity within the system. 
8.2.10 Training and guidance for IT system  Superseded 5 years - Development of technical and application training and guidance for IT 

system users. 
8.2.11 User request record  Close of call 1 year - Logging, investigation and resolution of user requests for technical and 

application support. 
 
 



Records Management Code of Practice for Health and Social Care v4.0 

    
106 

Ref Record Type Retention 
Trigger  

Retention 
Period 

Citation / Notes 

8.3 System Security    
8.3.1 Access Monitoring record End of current year 2 years - Routine monitoring of access to, and use of, an ICT system. 
8.3.2 System security breach record Last action on 

incident 
5 years - Records relating to the detection and investigation of security breaches of 

an ICT system, and action taken If the files are part of an adverse event 
record, they should be retained based on their category rating (I, II or III). 

8.3.3 System Security protocol  Decommissioning 
of system 

5 years - Prescription and Limitations (Scotland) Act, 1973 and 1984 

8.3.4 User Account Management record Closure of user 
account 

1 year - Opening, maintenance and closure of a user account for an ICT system. 
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